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1.3. Theoretical Background   
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This study also uses the Knowledge Management framework proposed by Alavi and 

Leidner (2001) as the framework that summarizes the core components of the KM process.  

There are four processes in the framework that illustrate the KM Life Cycle: knowledge creation, 

knowledge storage, and knowledge transfer and knowledge application. These processes 

represent an interconnected set of activities that are essential for effective organizational KM

(Alavi & Leidner, 2001; Jennex, 2008).  These processes are influenced by both technological 

and organizational structures, which is ideal for the purpose of this research.  
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 Figure 1. 2 Jennex and Olfman KMS Success Model (2004) 

1.4. Preliminary Conceptual Framework  
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1.7. Definition of Terms 
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CHAPTER TWO: LITERATURE REVIEW

2.1. Introduction   
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2.2. Organizational and change theories     

2.2.1. Organizational Theory 
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2.2.2. Organizational Change Theory 
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2.2.3. Contingency Theory    
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2.3. Risk management concepts 

2.3.1. Risk Management  
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2.3.2. Enterprise Risk Management 
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2.3.3. Enterprise and Traditional Risk Management Processes 
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Table 2. 1. Comparison between ERM and TRM 

TRM ERM 
Uses a holistic approach to identify risks affecting 
the organization 

Identifies risks associated with a particular 
department 

Decisions are made within departmental 
management 

The board makes decisions from the top regarding 
RM 

The objective is to prevent the occurrence of losses 
within a unit in the company 

Focuses on lowering the risk, increasing profits, and 
creating value for the organization through risk 
intelligence 

The management of uncertainties is mostly based on 
tangible and financial assets 

ERM creates a holistic risk portfolio of both 
tangible and intangible assets such as employees, 
innovation plans, and clients 
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2.3.4. Enterprise Risk Management Frameworks and Standards 
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Figure 2. 1 The COSO ERM framework 

�

����A�0�=('''� 

��
%
���� 
�	��	�������
��
��	
��
��������
��
���
+� .�������������

�����

,�����A�0�=('''�
������
�<'�
	������
�	���
���	������.���������.�	��������
6�	
���

	��	���
��%
���-���
	 ��������
�%����	�3�A��A"�I�A��+�&'('4,�������
	��������5���
�
�����

�����	����

��
������������������	
��+�
�������	
��+���������
���	�����������

�����	���

��������
������3���� +�&'('4,�������	
������.������.���
���	���A�0�=('''�����.���������


����
%��

	
�
������������
�

�	��	�A�0�=('''�

�

������������

���	��.���������������	��

	���"0�0������+���
��� 

������������5��������	
�� �����3�����+�&'(;4,�����.���������


��	
��� �.� 	��� A�0� 
	������� 

� ��
����� �
	�� 	��� ��	
��� ��
������ �����

� ���� 	���

��	������� �	��	��
������.��������	��������	�	�

���
�����,�



www.manaraa.com

&;�

Figure 2. 2   ISO 31000: 2009 framework 
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2.3.5. Factors Affecting ERM Implementation and Improvement 

� ����.��	��
�	��	� 
�.���������������
6�	
��9
������

��.� 
�������	
������ 
����%
���

���� ����	
��
� 
������� 	��� ������ �.� �
���	��
+� .
��� 

6�+� � 	��� ������	�� � ���� 
�	������

��%
������	+� 	��� ��%��� �.� �����
�
�� 
�� �� ������ +� �
� ����� �
� 	��� .��-���� � �.� �

��

�%����	
��� ���� �����	
��� 3������I� ������+� &'(&7�������I� �	��6+� &''<7�#�	6��	�I����	
�+�

&'(;4,� A�� 
���� �����
6�	
��
+� 	��� �����	����� �.� �����
� ���� ���������	� ���
������ 	��


�	����	������.��� �
�	��	��������

�
�������
�������	��
�
	 �����	������
����.�
�.������

���


��
�3#�	�
��	���,+�&'(&4,����
�
�����%
������
��
��	�
�	��	������
�
��
	���	���
��..��	�

	��� 
�������	�	
��� �.� ���� �����
�� 
	� ����
� �� ����	� 
����	� ��� 	��� ��

��

� %����� ����

�����	
��
��.�	���
����������
�3#�	6��	�I����	
�+�&'(;7�������I�������+�&'(&4,��������	�� �



www.manaraa.com

&>�

.��������
+� 
���� �
� 
�	���
	� ��	�
+� ���� 	��� 
�	������ ��%
������	� 
�%��%
��� ��%�����+�

�
%
����
+�����.��-���� ��.��

���

�

���	
���	���
���	������
����.�����.�������������

�����
����� ��%��� 3������ I� �	��6+� &''<7� /���-%

	+� &'(;7� 1��
�� � �	� ��,+� &'';4,� ����

���
� �����
+� ������
+� �����
� ���� 	��� ���������	� 
�.������� 	��� �����	����+� �
�+� ����


�������	�	
����.����+�����	��
������
	���	� 

�
�����
��� �.�������
����

�31�5	����	�

��,+�&'(=4,�����

2.3.6. Enterprise Risk Management in Higher Education 
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2.4. Knowledge management (KM) 
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2.4.1. Knowledge Management and Organizations   
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2.4.2. Knowledge Management Process   
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Table 2. 2 Knowledge Management Steps   (Alavi and Leidner, 2001). 
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2.4.3. Knowledge Management and Higher Education 
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2.5. Knowledge management and ERM 

2.5.1. The Relationship between ERM and Use of Information Technology 
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2.5.3. Risk Knowledge Sharing and Organizational Change 
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2.5.4. The Relationship between ERM and IT/KM in Higher Education 
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CHAPTER THREE: METHODOLOGY
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3.2.1. CAR Overview    
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Table 3. 1 CAR Key Principles (Davison et al., 2012) 

Key principle Explanation Main Criteria for the project 
The Researcher–Client 
Agreement (RCA) 

• The RCA is the starting base for 
an AR project (Foster, 1972).  

• RCA is used to build trust among 
the various stakeholders.  

• RCA requires transfer of 
knowledge from the researcher to 
the client on a continuous basis. 

 

• Both parties agree that CAR is the 
appropriate approach for the situation.  

• The research focus is clear and explicit.  
• The client is committed to the project.   
• The responsibilities of the researchers 

and the data collection and analysis 
methods are specified.  

 
The Cyclical Process 
Model (CPM) 

• CPM consists of five stages: 
diagnosis, planning, 
intervention, evaluation and 
reflection.  

• There are two CPM cycles 
running in tandem: one 
addresses the client’s problem-
solving interests while the other 
addresses the researcher’s 
scholarly interests.  

 

• The project follows the CPM.  
• The researcher must perform a diagnosis 

of the problem.   
• The action needs to be based on the 

diagnosis results.   
• The researcher must reflect on the 

outcomes of the action. 
• An explicit decision needs to be made 

based on the reflection to determine if 
there is a need for an additional cycle.    

The Principle of Theory • AR without theory is ‘not 
research McKay and Marshall 
(2001).   

• The research activities are directed by 
theoretical background.   

• The research uses a theoretically-based 
model.   

• The planned intervention is designed 
based on the model.   

• The use of theory to evaluate the 
outcomes of the intervention. 
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Change through Action • The main purpose of CAR is to 
make changes to a current 
problem.   

• The lack of change indicates that 
the action failed to solve the 
problem.   

• Both parties must be willing to solve the 
problem.    

• The use of the diagnosis to determine 
causes of the problems hypothesized and 
design the actions based on them.  

• The client approval of the planned 
actions.   

• The evaluation of the situation before 
and after the actions.    
�

Learning through 
Reflection 

• The description of learning is the 
main outcome in AR (Lau, 
1997). 

• The researcher’s responsibility is to 
provide a clear and complete report to 
the client.   

• The overall research outcomes are 
considered and reported.   
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Figure 3. 1 CAR Process Model (Based on Davison et al. 2004)�
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3.4.  Researcher involvement with the clients 

3.4.1.  TCCS  
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3.4.2.   CGU  
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3.5.  The current action research overview  
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3.5.2.  The Research at CGU   
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 Table 3. 2 Summary of the Action Research at TCCS  

�

AR Stage Main Activities Theories and frameworks  Timeline 

Problem 
Diagnosis 

 
- The formal entry into the project. 
- Discussion with ERM decision-maker and top management.  
- The researcher conducted comprehensive interviews to understand the 

problems and needs.   
- The researcher participated and observed ERM activities.    
- The researcher identified the issues with the current ERM process.   

 
- Alavi and Leidner (2001) KM 

framework.   
- ERM and RM principles.   
- COSO ERM framework.  
- KMS success model.  
- CAR guidelines.   

Aug, 2017  – 
Nov, 2017 

Action Planning 

 
- The researcher examined and compared the different approaches for KM 

implementation.   
- The researcher analyzed the interview results to examine the ideal action 

plan for the organization. 
- The researcher discussed with the client the needed tools, timelines, and 

implementation strategies based on the results.    

 
- Alavi and Leidner (2001) KM 

framework.   
- ERM and RM principles.   
- COSO ERM framework.  
- KMS success model 
- Contingency theory.  

Nov, 2017 

Intervention 

 
- The researcher participated in and observed ERM activities.      
- The researcher observed the installation and utilized the tool.  
- The researcher evaluated the Risk Wizard implementation plan. 
-      The researcher discussed the modification of the ERM process.    

 
- ERM principles.   
- COSO ERM framework.  
- Contingency theory.  

 

Dec, 2017  – 
April, 2018 

Evaluation and 
Reflection 

 
- The researcher planned and conducted a series of one-on-one interviews 

with ERM staff, board members and risk owners to evaluate the tool and 
get their reflections.       

-      The researcher summarized and reported the information gained via 
observation which include:  

- The project final feedback and recommendation 
- Lessons learned.   

-       A decision to exit the research was made.    

 
- Alavi and Leidner (2001) KM 

framework.   
- KMS success model.  
- COSO ERM framework.  
- Contingency theory.  

 

April, 2018 – 
May, 2018 
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Table 3. 3 Summary of the Action Research at CGU (First cycle)   

AR Stage Main Activities Theories and frameworks  Timeline 

First cycle: 
Problem 
Diagnosis 

 
- The formal entry into the project. 
- Discussion with ERM decision makers and top management to 

understand the problems and needs.   
- The researcher attended the URMIA conference and ERM training 

and consulted with ERM experts to help identify issues with the 
current ERM process and identify requirements.   

 
- ERM principles.   
- ERM frameworks.  
- KMS success model.  
- CAR guidelines.   

Aug,17 - Oct, 17 

First cycle: Action 
Planning 

 
- Set criteria and decisions to customize Risk Wizard to CGU’s 

needs.  
- The researcher examined and compared the different approaches 

for ERM implementation.   
- The researcher proposed a plan to change the ERM process.      
- CGU’s top management approved the new proposal and gave the 

researcher complete authority to perform the ERM plan.         

 
- ERM principles.   
- ERM frameworks.  
- Contingency theory.  

Oct, 2017  

First cycle: 
Intervention 

 
- The researcher and the client identified a new list of risk areas.  
- The researcher and the client identified a list of risk owners to 

represent every risk area.       
- The researcher contacted the risks owners and conducted a new risk 

assessment round.    
- The researcher built a new risk registry based on the collected risk 

information.    

 
- ERM principles.   
- ERM frameworks.  
- Contingency theory.  

 
Oct, 2017 – Nov, 2017 

First cycle: 
Evaluation and 

Reflection 

 
- The researcher discussed the reflections on the new ERM process 

with the client. 
-      The researcher summarized the information and the project 

recommendation.   
-     The researcher made a decision to start the second cycle to use the 

KM system to perform ERM activities.     

 
- Alavi and Leidner (2001) 

KM framework.   
- KMS success model.  
- ERM frameworks.  
- Contingency theory.  
- CAR evaluation guidelines.  

 

Nov, 2017 
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Table 3. 4 Summary of the Action Research at CGU (Second cycle)

AR Stage Main Activities Theories and frameworks  Timeline 

Second cycle: 
Problem 
Diagnosis 

 
- The formal entry into the project. 
- Discussion with ERM decision-maker and top management.  
- The researcher conducted 28 interviews with all the risk owners at 

CGU to understand the problems and needs.   
- The researcher discussed results and gave feedback to CGU’s top 

management.   

 
- Alavi and Leidner (2001) 

KM framework.   
- KMS success model.  
- ERM frameworks.  
- CAR guidelines.   

Aug, 2017 - Nov, 2017    

Second cycle: 
Action Planning 

 
- A decision was made to change the ERM process at CGU.  
- Multiple communications and follow up with Risk Wizard 

developers to customize the tool to CGU’s needs.   
- The researcher examined and compared the different approaches 

for ERM implementation.   
- Consult with all stakeholders about the implementation plans and 

the tool customization.     

 
- Alavi and Leidner (2001) 

KM framework.   
- KMS success model. 
- ERM frameworks.  
- Contingency theory.  
- Organizational theories.  

Nov, 2017 -  Dec, 2017  

Second cycle: 
Intervention 

 
- Install and utilize the tool.  
- Assign the risk owners to the risks. 
- Evaluate and adjust Risk Wizard implementation plan.  
- Update the risk repository and upload it to Risk Wizard.       
-      Train the risk owners and support their use and involvement with 

the tool. 

 
- ERM principles.   
- ERM frameworks.  
- Contingency theory.  
- Organizational theories. 

 

Dec, 2017– April, 2018 

Second cycle: 
Evaluation and 

Reflection 

 
- Plan and conduct a series of one-on-one interviews with the system 

users (top management and risk owners).    
-      Summarize the information gained via observations.  
-      The project’s final feedback and recommendation.  
-      Document lessons learned.   
-      Make a decision to exit the research.    

 
- Alavi and Leidner (2001) 

KM framework.   
- KMS success model.  
- ERM frameworks.  
- Contingency theory.  
- CAR evaluation guidelines. 

April, 2018  – May, 2018 
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3.6.  The data collection approach      
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Table 3. 5.  Summary of the research data collection methods 
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Stage Diagnosis Action Planning Intervention Evaluation Reflection 

Goals • Identify problems 
• Setting analysis 

• ERM 
modification 

• Tool 
customization 

• Implementation 
• System 

configuration 

• Evaluation of 
the 
framework 

• Data 
collection 

• Data analysis 

• Lessons 
learned 

• Final findings 

Data 
Collecting 

• Interviews 
• Documents analysis 
• Meetings 
• Participation 
• Observations 

• Participation 
• Observations 
• Literature 

review 
 

 
• Consultation 
• Participation 
• Observations 

 

• Interviews 
• Participation 
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3.7.  Analysis approach 
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CHAPTER FOUR: THE ACTION RESEARCH STORY
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4.1. Pre-KM intervention (CGU’s first action cycle): 
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4.1.2. Action Planning 
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Table 4.1.  Action Plan Summary 
Issue Proposed action Action cycle 

The ERM process at CGU is very 
slow and resource consuming.  

• Assign risk owners to every risk.   
• Decentralize ERM and sharing the RM tasks 

among risks owners.    
• Automate major parts of ERM activities.   

First Action 
cycle 
Second Action 
cycle 

The ERM process is dependent 
on face-to-face interviews only.  

• Automate major parts of ERM activities.   Second Action 
cycle 

RA includes all employees in 
each department.  

• Identify top and medium management 
employees only as risk owners.     

First Action 
cycle 

RA focuses on local issues within 
departments and offices. 

• Change the type of risks that the ERM 
process examines to identify and concentrate 
on more holistic risks.  

First Action 
cycle 

 

Cross-functional risks occur 
repeatedly under every 
department. 

• Change CGU’s risk register categorization 
approach and classify the risks based on main 
risk areas instead of different departments.   

• Give shared ownership and access to the risks 
that fall under multiple departments.    

First Action 
cycle 
Second Action 
cycle 

ERM process is very confidential 
and centralized.   

• Decentralize ERM and distribute tasks among 
risks owners.  

• Adapt a semi-transparent approach to ERM. 
• Share related risks with risk owners.   
• Introduce KM practices to the process.   
• Automate a major part of ERM activities.   

First Action 
cycle 
Second Action 
cycle 

Risks are assigned to every 
department in general.  

• Assign specific risk owners and top 
management supervisors to every risk within 
departments.      

First Action 
cycle 
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4.1.3. Intervention 
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Figure 4.  1 A screenshot of the CGU’s Excel sheet 
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Figure 4.2 Academic risk owners�

Figure 4.3 Administrative risk owners�
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4.1.4. Evaluation and Reflection 
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4.2. The Knowledge management intervention 
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4.2.1. Diagnosis Phase 
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4.2.1.1. The diagnosis phase at CGU    

After the first evaluation phase, the researcher, collaboratively with the research clients, 

decided to move to the second research cycle. They agreed on the research work hypothesis that 

the ERM process needs a web-based KM system to overcome the challenges and problems with 

the process. However, the researcher conducted 15 to 30 minutes interviews with all of CGU's 

risk owners as part of the problem diagnosis phase with an open mind to other practices and 

solutions.  The list of interviewees included CGU's top management, board members, directors 

and managers of different administrative departments, provosts, deans and directors of different 

academic units, etc. These individuals were selected based on the list of risk owners identified in 

the first research cycle at CGU.  The interviewing process continued for a month and a half. 

The initial finding:   

The researcher transcribed the interviews and the scripts were coded and analyzed. The 

information gained from each participant was interpreted from the perspective of how KM 

appeared to be affecting ERM practices.     

Part one:  

Exploring the general understanding and experience with the ERM process among all risks 

owners. 

The results of the interviews in this part helped the researcher to understand the deep 

layers of ERM practices and the level of experience with ERM. The results, in general, divided 

the participants into a medium level of experience and high level of experience.     
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The analysis showed that the risk owners who were involved in the ERM process at CGU 

from the start or in RM activities previously have more understanding of ERM activities. 

However, analysis of interviews showed that the majority of the participants have a weak 

understanding of the purpose of ERM activities due to the isolated and confidential approach to 

ERM activates. The main frustration among the majority of the risk owners is with the lack of 

involvement and access to the ERM process. Among several statements about this issue are the 

following:  

I was part of the interviews that were conducted with RM team, but I am not involved in 
any part of access to anything within this process. And I don't know anything about the 
type of data that came out of that process. 
 
In my roles, I will report to the provost or the deans if there are any risks I feel I need to 
report.  But there are no systematic approaches or structure to follow in term of 
reporting risks or risk changes 
 
The respondents mentioned a number of the issues that resulted from the lack of 

involvement and access to the ERM process like the poor risk management culture, the low trust 

of the process and misunderstanding the goals of ERM.  A key staff member mentioned the 

following:   

What was conducted before, in most cases, it was found intimidating and I felt like the 
ERM process is about finding something wrong with my work.  The way that process was 
done was lacking the RM culture and the educational part of why we need RM.  We need 
to have the understanding of the meaning of RM, which is how to make CGU better and 
deal with risks better. 
 

Another primary participant employee indicated the following:    

However, the experiences that I got made me think that RM is about physical risks. My 
understanding was that it is related to how things are successful in your office.  What is 
the security level of things? I think if the ERM team gave me access to the type of risks 
that they are looking for, I would have a better understanding of my role in the process 
and the areas I need to consider in terms of thinking about risks.  
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A faculty participant discussed how the involvement in the process will increase the 

sense of urgency and ownership over the risks, which is a critical factor that supports the success 

of the ERM process:  

As faculty, I know that there are some actions that been done, but I didn't interact with 
any activities. We felt like we need to collect information about the risks associated with 
our works, but there was no formal action about it or communication. The process is still 
largely done by others and there is a missing sense of urgency about the RM process. We 
felt that identifying, monitoring and dealing with risks are not part of what we are 
required to do.  

 
Another participant commented on how the access to the organizational risks is needed for the 

regular operations of their department. When asked about how they deal with this need to access 

risk information, the following response was received:   

We have some list of risks that we deal with internally but not on an enterprise level.  We 
have some regular reports that we run, and we try to do benchmarking so we compare 
ourselves to others so we could see if we are doing the right things. However, we have no 
idea what other people with similar issues are doing and we participate in many 
committees around the campus to become a lens to evaluate the different issues and 
problems that the university has. However, all of these efforts are done by our 
department and not provided through the ERM process.   
 

Because of the lack of involvement and access to the organizational risks, many of the risk 

owners couldnot recognize the difference between looking at risks from a local view and from an 

enterprise view.  This increased the misunderstanding of the purpose of ERM and the lack of 

trust in the process.  One of the participants mentioned the following:    

In the past, I did this type of risk assessment where an interview was conducted with me, 
and after I insisted to know what happened to my inputs the RM team told me after that 
all of the things that I came up with were re-evaluated and determined to be at a lower 
evaluation than what we reported.  That made me thinks that my participation in the 
process wasn't needed because our office was seen as not the essential source of 
information about risks.  I really think that there is no point in participating in the RM 
process with the confidential and isolated approach.   
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One of the individuals from CGU’s top management discussed how empowering the RM culture 

is one of the main challenges that CGU is facing in terms of achieving a successful ERM 

process:    

There are a few challenges, but the most important one is that ERM is a new area for 
CGU.  Evaluating risks takes time as it conducted in the face-to-face status.  We have to 
cover many areas before we reach one that has an issue or risk with the need to take 
action.   We don't have a culture of risk management. We have to start building the 
culture and empowering it and creating a trust of ERM process then we need to find a 
mechanism to identify, address and continue to make progress in the area of Risk 
Management. The ERM process needs to be communicated clearly with the top 
management and the different departments. Until RM culture makes progress with the 
executive team and the top management, the ERM program will still face issues and 
struggles. 
 
 
The majority of the employees participating in the process do not understand what the 

role of ERM in their job activities and how the process is an important part of their outcomes. 

Part Two: 

This part describes the main practices and challenges of the risk assessment process at 

CGU. The discussion extends to explore what types of practices are needed to support risk 

assessment activities. 

Many interviewees indicated that the risk sharing and KM practices were associated with 

enhancing collaborative risk assessment and risk-mitigating. The following are examples of these 

statements: 

I think we need some sort of feedback about the information identified and need to have 
the ability to access the information we identified and other people with relation to our 
work identified.  
 
I don't know to which level this information about risks will be shared, but I do believe 
that the ERM process and the information identified and analyzed need to be shared to a 
certain level to allow us to evaluate and mitigate the risks collectively. And will help us to 
increase and enhance the risk culture and sharing culture. The past feeling about KM 
process was that a KM person is responsible about fixing everything. We need to have a 
committee in every department to evaluate risks and identifies the risks and then 
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communicate them with the top management, either actual or virtual committee through 
technological means. 
 

Another participant extended the discussion about the issues caused by the lack of 

involvement and considered automating part of the process and allowing access to the risk 

information is the path to solving these issues. What follows is part of his response:  

My problem with the current process is that I don't remember seeing results or any 
quantifying or qualifying information about what we did or identified.    There was no 
communication or involvement regarding the data, we identified or any other data.  The 
process was just pure data collection without any other actions.  I think that automating 
some of this process will be useful and allowing me as risk owner to go and update or 
identify the risk associated with my area is very ideal and needed through a system. This 
will allow time for me to think and edit and make sure that I reflect on what I need to 
identify and formulate the ideas.  I think they need to give the people involved better 
education about it and improve the culture and the understanding of the process and 
engage the involvement of everyone in the process. 

 

RM culture was mentioned throughout the interviews as one of the main challenges that 

are facing CGU’s ERM.  The risk knowledge sharing was seen as an important factor in 

achieving better RM culture that will help the organization to strengthen the risk assessment 

activities. The following statement explains one of these views:      

Even knowing about other issues around me will help me to understand why my issues 
are less important at the enterprise level compared to how important it is in my 
department level.  The satisfaction and the belief in the process will increase if the 
organization has some sort of risk knowledge sharing activities. Also when I am aware of 
the most significant risks here in the organization, I think that I will put more effort into 
the parts of my job that will affect these substantial risks and help to improve them. 
 
Another participant expanded to explain how sharing risk knowledge would help the risk 

owner make better identification and evaluation of the risks from the enterprise perspective 

instead of the local perspective:   

The limited view of the organization is making some of the people misunderstand the goal 
and the purpose of the risk assessment and identify things that are away from the big 
goals of the ERM process.   I think the more people gain access to other risk areas in the 
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university the more we will reach a common understanding of the risk management 
process and the big goals of the university. They need this access as they look at risks 
from the self-interested point of view to a view that includes the university as a whole.   
 
 
One of the participants talked about the problems with the interview-based risk 

assessments at CGU like the lack of focus and the weak understanding of the expectation out of 

the process.  Specifically, he mentioned that:   

I think the majority of people interviewed have no idea what is a risk assessment. People 
went to all different directions and all kinds of things that were involved in the exercise.  
The scope of the assessment was too vague and sometimes wrong.  We need to emphasize 
the RAs or find a way that gives us an idea of what the ideal outcomes and expected 
typical risks that a graduate institution would face or the organization care about. Our 
problem is with our ambiguous role in the RA process.   
 
Another participant indicated that there is a need for better understanding of the process. 

She talked about how a hybrid approach to risks assessment, which includes face-to-face and 

automated system, is what is ideal for RA at CGU:   

We started with a written strategy, and that was confusing and unclear about what are 
the risks.   The majority of individuals could not identify risks as there were no database 
or some kind of organizational memory associated with my role. There is a need for 
explanation to cover the meaning of the risks and the process at first to make much sense 
of the risks assessments. The face-to-face communication is essential at the early stages 
of the process to start the RM educational process. However, technology and sharing 
systems are facilitating the efforts to look at the risks from a different point of view and to 
have ownership over the risks that are associated with our work.   
 
Many participants supported this opinion. However, they discussed practices like risk-

sharing activities, documentation, risk knowledge tracking and access to risk information as 

important to accompany face-to-face risk assessments. They stressed the significance of using 

the human risk assessments as the initial means of collecting risk information.   An example of a 

typical response is:      

I think that the face-to-face interaction is very helpful especially for me to get an idea 
about what we are doing and make me feel much more secure and confident that 
someone is systematically thinking about where our formability is.  Trying to assess them 
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and evaluate them.  The face-to-face component is really important because as you can 
see, there are so many contexts within every risk that to probably identify them we need 
open discussion. If there is anything to add is to help me structure the type of risks so I 
have a guideline that will help me brainstorm and think about things.  To prevent me 
from being overwhelmed and helping me get some structure.   I will apprise if there is 
documentation process that will help us be aware of the risks and to track the risks 
probably. 
 

Another participant expands on explaining why a dual approach is needed and how 

technology knowledge sharing is ideal to help the process in the long run:  

Because the people are having problems with understanding the main goal out of this 
process, a hybrid approach to the risk assessment is the ideal way of conducting this type 
of risk assessment. As a first timer or a person who still doesn’t fully understand the 
process, the face-to-face interview is essential and needed.  However, in the long run, the 
technology can play a bigger role in that process.   I think that the face-to-face interview 
is essential when it comes to identifying new or small issues or starting to make people 
involved in the process and to understand the purpose and the main goals behind the 
process.  This would be more difficult if we did it through an online process like email or 
online survey.  My only suggestion would be maybe explaining the process better before 
starting to do the interview. There is a need to communicate and consult over the 
identified risks. Face-to-face interviews are effective to a certain level. Since you are 
relying on individual opinion to think from a high level, there might be some things that 
are missing.  The office of risk management needs to participate in events to create some 
base of best practices. We need to incorporate the efforts of every individual and external 
expert who can help the process and correct what is wrong.      
 
 
Another participant in a department leader position called for enhanced risk-sharing 

activities and greater access to risks information to coalesce the risk assessment outcomes.  She 

stated:  

I think the face-to-face interaction achieved a lot of benefits to help understand the RA 
process and to help the individuals to understated the purpose of the process and to 
brainstorm and analyze the risks.  However, I would be interested to hear about other 
things that people identified and I forgot about.  Seeing other people’s opinions and 
interpretations of the same situations are needed.  As there is a number of things that I 
didn’t think about, a colleague might be thinking about. Also, this will help us to know 
where our colleague’s strength is to use them and what their weakness  are to help if we 
can.    
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People need to open themselves up and forget about the fear of sharing issues and risks 
with other people and the university in general.  The fear of sharing is about people using 
this information to get you or harm you. 
 
When asked about the idea of allowing the risk owners to routinely identify, analyze and 

evaluate risks, there was an overall agreement. The participants agreed that this is needed for 

both follow-up and voluntarily risk assessments. An example of that is the following statement: 

There is a number of areas where the routine approach is ideal. However as ERM 
programs are really small we need to be careful to not overwhelm ourselves with too 
many re-evaluations that come at the same time.  If this is an ongoing process, the risks 
the owner must keep looking and thinking and evaluating the risks.  I think if people were 
able to see other risks in other departments they will be able to think more about what 
are the risks that they need to report or identify. So an access to a database full of risks 
that are relevant is essential to advance this process.  The access might make them 
realize that what they think about in terms of risks is really not raising these to a level 
that they were thinking about.   
 
Participants talked about how important it is to give the employees some ownership over 

risks and enable them to choose when to report on new risks.  One of the responses includes how 

this will help in saving time and resources:   

I think it’s essential to be able to choose to update the risk because I think something has 
changed and this will give me ownership over the risks and make me more involved in the 
ERM process and the treatment.  Or when the top management wants an update about 
some of the risks, and this will save my time and ERM time by allowing me to go myself 
and update the risk and feel that they are aware of the risks I am facing and make me 
want to make improvements to the top management can see.   
 
 
Another respondent suggested that allowing people to report risks independently requires 

fixing the RM culture and educating individuals about the objectives and value behind the 

process first.  She called for more involvement and access to risk knowledge as follows:    

To make the people who will report the risk to be comfortable with the concept of 
reporting, we need to see the value of sharing risks. CGU is missing that right now. We 
need to change the culture first then after that, we start the reporting process.  We need 
to see how this process is making our department and job become better. We need to see 
and be involved in the experience of other departments.  However, we need to make sure 
that people are not feeling threatened by reporting things.  The need to see it through a 
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positive lenses is the way to improve situations and to build trust and confidence and 
helping each other.   However, if this is an ongoing process, the risk owner must keep 
looking, thinking and evaluating the risks.  I think if we were able to see other risks in 
other departments we will be able to think more about what are the risks that we need to 
report or identify. So an access to a database full of risks that are relevant is essential to 
advance this process. 
 

Another participant discussed how allowing people to report risks independently are essential to 

create a sense of urgency and to motivate the departments and employees to contribute more to 

the process:   

Our offices are full of activities that keep changing and we are adding new tasks and activities 
all the time. It's important to be able to upgrade and downgrade the risks in the way that reflect 
the current status of CGU.  So this option will allow adding and editing as we go.  If change and 
we find a system or a tool that will allow working with our risks in the same format but we can 
add, edit based on the changes that we are having. This will give us a lot of potentials and make 
us compete in the ERM process and feel like its part of our responsibility. The most important 
thing is that to make the process look like it’s owned by everyone and it's not some unwanted 
task that the face-to-face interviews usually are.  The technology will help with that by allowing 
the people to think about risks and edit them as they go.    
 

 
Similarly, another participant states the following: 

I think the process to routinely identify, analyze and evaluate risks must be done on an 
as-needed basis, which means whenever the values get changed, or the management 
needs an update.   These need to be part of the RM culture and will create a sense of 
ownership over risks and raise the sense of responsibility to be a factor in changing and 
reducing them.  There is increasing anxiety over sharing risks with others created 
because of the confidential approach in dealing with risks. The problem with us now that 
we don’t understand the purpose of ERM and seeing our risks in front of us, having the 
power to edit them will help the worker understand the purpose of RM and increase and 
build the risk sharing culture. This, as I told you before, will increase the ownership and 
the responsibility for risks.   I think I will feel more comfortable to feel control over the 
things I already reported.   I think it’s a good idea and is needed to be done through 
technology to allow me as risk owner to feel comfortable about my ability to change it if I 
thought it's in need of a change. 
 

What role can technology play in risk assessment? 

The participants talked about how technology can help CGU to move from a static view 

to the historical tracking of the risks.  Among many participants, shared risk knowledge storage, 
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historical tracking tools, and sharing tools were the most mentioned items. They discussed how 

these tools are important for CGU’s ERM where it can help overcome many of the issues and 

challenges. They even gave examples of specific functionalities that CGU could use to enhance 

ERM activities.  The following responses offer evidence to these statements:     

I think technology can perform and help with the majority of the items I mentioned 
before.  Like risk knowledge storage that captures information about risks and we can 
access it at any time.  Or risk-sharing tools where we can go and share risks that are 
happening in our department.  Or tools that allow us to some extent to access other 
people’s risk information and use it to help the other departments to mitigate those risks. 
I think the technology will facilitate the search features if there is a way to have some 
sort of annual report to show improvements and depreciations. 
 
Technology can play a huge role as technology will be a strong means to organize and 
force templates into the process. Technology can easily help the risk owners to track the 
risks’ change over time which can help us think about new things. Sharing tools can lead 
to more brainstorming and open the chance to new ideas.   The simplest thing is to have a 
routine notification schedule to remind people of the re-evaluation process and reduce 
the extra overhead that this process will need.  The technology will help in reviewing the 
current status alerting the organization about high-level risks. 
 
Technology can play a significant role in making the ERM process more efficient.  By 
doing things like assigning risk owners to the risks we can send reminders to ask them to 
participate in the new risk assessment or follow up with some risks or ask them for 
feedback if there is an automatic way that will help us monitor all the information about 
risks with multi-level access.  It also allows us to maintain our risk records.   Where we 
will be able to know where we have been and what areas are new and what has been 
changed.   
 

Another participant argues that a risk sharing system can work as a collaborative enabler:   

Having the tool will help us check on each other and other related departments to give us 
a sense of what I can help with or motivate us to be more involved in the risk 
management process and seeing other people’s risk information will help us see other 
parts of our work that we didn't pay attention to in the past. I think also looking at other 
people’s identified risks would help me think about areas I didn't think about in the past.  
And seeing the problems associated with students or the university in other areas and 
departments will help us to expand the type of activities that we are doing and introduce 
new things to solve the problems associated with other departments that we can solve.  
Technology can help us share the information about risks more clearly and more 
importantly and can help us plan for the mitigation process and track our achievements 
and progress. 
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Another mentioned risk collecting tools as a way to help CGU save the time and resources 

invested in the ERM process and produce more efficient results:     

 I think technology will take a lot of burden from the ERM team while collecting 
information about risks on an enterprise level. I think technology will allow you to get 
more accurate information than the one you might collect personally as it will take away 
some of the human mistakes. Especially with the ranking process, the software is ideal 
and easier to use for many people sharing their input at the same time.”  

 

Part three: 

In this section, the participants discussed the practices and problems with the risks monitoring 

activities at CGU and the essentials actions to improve the monitoring process.   

The VP of finance commented on the risk-monitoring situation at CGU by saying: 

ERM is not a one-time exercise. I think there is no point out of doing RA in the first place 
if there is no intention to revisit these risks. I think having a consistent list of the most 
likely and the most highly rated risks that you ask about every year or half year or less.  
Different risks need the different frequency of revisiting these risks.  This will help us as 
risk owners to be accountable for addressing the risks and dealing with them. That makes 
perfect sense. They may change so you may have to add more items as you go. 
Continuous monitoring of the risks is what is missing in the current process at CGU.  I 
think that will keep everyone in CGU accountable and sustains our growth. The presence 
of the reassessment activities will help us to change the problems and the issues 
associated with our work here. No one wants anyone to find that two years passed, for 
example, and they didn't change anything about the issues we already identified.  Clearly, 
going back and reviewing risks is a significant issue that needs an immediate fix.   
 
One of the participants discussed the stakes and the issues with risk monitoring at CGU. 

He believes that centralization and the lack of collaborative contributions throughout the 

university are the main cause of these problems.  A summary of his statements is as follows:    

“There is no formal risk monitoring activity as far as I know, especially in relation to the 
ERM process.  Monitoring is essential; however, I do understand that this costs a lot in 
terms of resources and time.  The ERM is performing the process completely human-
based through interviews and observations and the process itself is very centralized 
where the team performs all activities. This places a lot of overhead and delay on the 
process and the team.  I believe that’s why the risk monitoring is not as effective as it 
should be.  I think that dividing the work and allowing some decentralization is 
fundamental to take the ERM process to the next level.”       
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The lack of top management involvement in the process and access to risk information 

were seen as part of the solution by another participant:   

I think that the top management needs to be involved more in the ERM process and the 
monitoring process of risks.  These need to have access as they go over all the risks in the 
organization and especially the risks connected to their areas of management. The idea 
of having some shared database where an employee can explore and understand the 
current situation in their area in terms of risks is another needed feature.  I think that 
tools that manage risk knowledge will be the first step to maintain the observing activities 
and we can follow that with meetings and review seasons. Having access to the updated 
data and being able to discuss change on regular basis is very important. Because 
monitoring without active efforts to change the process is meaningless.  Communicating 
tools is the key because the top management will be the key players in moving towards 
the risk treatments. 
 

Many participants agreed that automated risk monitoring activities are what CGU needs 

to overcome the challenges surrounding the RM activities. An example of a response regarding 

this idea follows:   

I think technology can take over on this part as I already edified and discussed the risks, 
and you have a good understanding of the explanation of the risks and the current status. 
So the revisiting can be majorly done electronically by allowing me and others to share 
the risks update and to have access to the previously identified risks. I think once the 
people were aware of how the risk of the technology can play a major role in this 
process, the technology is in need of the competition with the human interaction and with 
the risks in the identification stage. However, when we come to the monitoring stage, 
technology can play a major part and should be able to take the place of everything else. 
The face-to-face interaction can serve as a supplementary activity or onanad-ad-hoc 
basis. 
 
Ease of use, reduced process overheads and time-saving were among many reasons that 

make the use of technology, which enables collaboration and information sharing and storing, 

ideal for the risk monitoring activities.  The following statements are examples of that:   

The reevaluation is well needed and essential.  We need to set regular times to check on 
these items.  Technology can keep track of the tasks related to RM, give an idea of what is 
expected to be done and help reduce the pressure on the RM team. I think the reviewing 
process will be easier both ways for us as individuals and for the RM team when the risk 
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management activities are divided and collaborative among them.   I think technology 
can make things more organized and allow the knowledge of risk to be stored with the 
historical changes that every risk has gone through it.   
 
We need the technology to help us maintain and ease this process. I think that at this 
stage we can rely more on technology and automatic assessment. There are many forms 
where technology can help in the monitoring process like providing a notification system 
to remind people to reevaluate risks, an information sharing tools shared database where 
people are continuously aware of their risks and the risks associated with their 
environments. 
 
Re-assessment and monitoring can be easily done with the use of information technology 
in almost all cases because it's more efficient and time-saving.  I think people can do it 
whenever that is a convenience to them. Technology needs to be employed in the process 
to enhance collaboration and communication.  Also, I think technology needs to be used 
to share and be involved in the best practices that other people did to mitigate risks.   I 
would like to know what other schools did to mitigate the risks that my college is facing.  
We need to be a learning organization in terms of risk managing and monitoring.  Risk 
information sharing and communicating will guide the monitoring process and make us 
more aware of the monitoring needs.   

 

Part four:     

This part evaluates the lines of communication in relation to risks and how CGU is 

employing the available resources to review and mitigate risks.  The results showed disapproval 

of the current communication in relation to risk.  There is general agreement that the ERM 

process is too isolated and lacking both bottom-up and top-down communication.   Examples of 

the statements are the following:     

There is no system or process that I know of that allows us to have some sort of 
communication about risks.  I think we are running in silos where everyone maintains 
their problems. We identify and resolve risks all the time internally and we communicate 
them verbally or through a meeting whenever there are big things with the department 
that are in direct relation to the risk.  However, it’s never done through the formal ERM 
process. 
 
The communication here is done personally through the lines of command. We have 
weekly one-on-one meetings to check on the things that we need to change or take care of 
to avoid things accumulating.  I think we need some sort of standardization and historical 
tracking of risks communication.  We need to have some sort of regular reporting on 
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issues and have faculty training and development around their roles on a regular basis to 
help address the problems with communicating.  
 
I think that the line of communication needs to be empowered at both levels, top, and 
bottom. Both levels need to be aware and informed about the risks and updates regarding 
emerging risks in one area, the risk treatments in place and the changes in risk levels.   
There are certain risks that are seen at the top levels that the bottom level needs to be 
aware of, so having a mechanism where that type of information flowing all the time 
between all levels with some exception is ideal for ERM.  
 
Technology-based communication tools are seen as an enabler that helps the organization 

use its own resources for consultation and collaboration. One participant stated the following:  

The right communication tools can play a major role in introducing a more efficient line 
of communication.  The risks report will be there, and the people will be notified about 
changes and they can come back to integrate with this risk is always an option.  The top 
management or another involved employee can integrate with the risk from a risk 
treatment standpoint.  They can provide a consultation suggestion about how to mitigate 
the risks and fix it.   And that is the beauty of the KM systems because it’s a great way to 
integrate the whole organization into the solution and the progress. 
 

Similarly, another participant discussed how these types of tools are important and enable 

collaboration across the university:   

I think it's essential to improve the line of communication across the university through 
the use of communication and risk sharing tools. As I want to make sure when I report 
about something related to risks in my organization, that someone is looking at it and it’s 
there historically stored, and we can return to it whenever we need. As I said I think it 
makes it easier to access information and make sure that someone is aware of your 
reporting.  It will help me to understand that other people are having similar issues and 
we can work to fix them or to make the top management more aware of them. 
 
The majority of the participants revealed the role of technology and agreed that risk 

sharing and communicating tools would contribute to fixing the issues that ERM is facing and 

allowing CGU to be a learning organization.  Examples of these statements are the following:   

The ERM process here at CGU needs tools that provide real-time updates about risks 
and keep track of risks over time. So if there is a risk that exists in a way that concerns us 
we can follow up with it.  In addition, I think sharing risks knowledge creates more 
awareness and sense of community at CGU. I think sharing risk knowledge will help 
motivate people to be part of the solution.  I think technology can help to clear the line of 
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communication sharing best practices among other departments so the organizations can 
benefit from each other. 
 
Clearly there is a way to electronically upload the risk related information and knowing 
that someone will look at it and it’s there stored for any historical references.  I think this 
will be a great step and knowing that you will be able to share the risks whenever you 
have the option and communicate about the risks and be involved in the other risks 
related to your work that has been shared with other people. 

 

Part five:  

This part gives an overview of the transparency issues, values, and needs at CGU.  The 

ERM process was completely confidential at the time the researcher conducted these interviews, 

which led to many disagreements that were discussed throughout the four previous parts. The 

participants here were questioned about the type of transparency that they think ideal for ERM at 

CGU and how they think transparency could play role in advance the ERM.    

Some participants called for total transparency for the risk management at CGU:   

Full transparency means a better use of CGU’s resources.  I think people are afraid of 
transparency because they are afraid of getting punished or they will be pointed out 
about things they might identify.  The resistance to be exposed is human nature. I think 
transparency is the major way of allowing the organization to use all the possible 
resources to fix itself and overcome problems with the minimum effort possible. When the 
people within other departments see all the risks associated with the organization like in 
a KM system, the CGU staff can volunteer or provide insight and help to come from their 
area of expertise to fix the problems that the organization has or at least guide the 
solutions.  Also documenting how the organization overcomes problems and allowing the 
people to see that this will give feedback to other departments about possible ways of 
fixing their problems.    
 
At a macro level, I think being fully transparent is the way to go and can help to make 
CGU work as one entity. The risks need to be communicated to the board and any person 
involved in the processes unless if the information is sensitive.  I think sharing the 
summary and giving people access to the general status of the risks outside their area is a 
good idea. The accessibility to this information will help enhance the sharing culture and 
the resistance to participate in the process.  I think being fully transparent is the ideal 
way of doing it as it can help to make the organization work as one entity. The risks need 
to be communicated to the board and any person involved in the processes. 
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Meantime, the majority of participants at CGU hesitated to approve full transparency, 

though they totally disprove of the old confidential approach.  They were very supportive of a 

semi-transparent approach where risks are shared among departments and areas.   Examples of 

the received responses are the following:       

Away from the legal aspect, transparency should be on the basis of who should know 
what.  The transparency within the department is the ideal way.  You don't want 
everybody on campus freaking out about risks that do nothing to them.   I expect this 
thing myself when I was involved in risk discussion that goes beyond what I am 
experiencing.  It's important to understand what other people are facing, especially in 
connection to my department, and it will help us as a department to explore more risks 
and opportunities and as an enterprise, as we might be able to help and be a factor in 
mitigating some of the risks. 
 
Transparency with some controls is the ideal way to do ERM.   Risk knowledge sharing 
flow of information and information access at multiple levels are practices that the 
organization does need.   That will help us expand and empower the risk knowledge 
sharing culture throughout the organization and will empower the organization ERM 
efforts. People will recognize that similar issues are being addressed in different 
departments.  These will help the individual to understand that we are all working toward 
the same goals and we are all doing this.  That will strengthen ERM and facilitate the 
organization progress without the dependency on one person or another.  
 
You don't want everybody on campus freaking out about risks that do nothing to them.  I 
expect this thing myself when I was involved in risk discussion that goes beyond what I 
am experiencing.  Sharing risks that people can have some agency over them is 
important, but anything more than that might lead to unwanted results. 
 
I think semi-transparency is ideal as what is the point of sharing everything among 
everyone and the people will feel comfortable to participate in the process when the 
number of people involved is smaller and within their area of concerns. I don't know if 
making everything fully transparent is efficient, however, I definitely believe sharing risk 
information within each group with the same areas of interests is ideal. Fully transparent 
is a bit confusing and unnecessary.     

 
 

4.2.1.2. The diagnosis phase at TCCS:    

As discussed in Chapter Three, TCCS formed a committee that represents the majority of 

the areas in TCCS’s risk register, which is capturing the key departments in TCCS.  Every 

person collaborates with co-workers inside the committee or outside the company looking to 
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provide inputs to the process.  One person was responsible to make sure that all the data 

discussed in the meeting are entered into that risk register.  The researcher participated and 

observed ERM activities at TCCS.  The initial evaluation of TCCS showed that the organization 

is developed enough and ready for KM intervention.  The Vice President of Finance and 

Administration and the Risk Manager both agreed on the research working hypothesis that the 

ERM process needs a web-based KM system to overcome the challenges and problems TCCS is 

facing.  However, the researcher conducted 15- to 30-minute interviews with all of CGU's risk 

owners as part of the problem diagnosis stage to deeply understand the problems and systems 

requirements with an open mind to other practices and solutions.   

 

The initial finding:   

The interviewer has transcribed the interviews and the scripts have been coded and 

analyzed. The information gained from each participant was interpreted from the perspective of 

how KM appeared to be affecting ERM practices.     

Part one:  

This part explores the general understanding and experience with the ERM process 

among all the risk owners.  The ERM committee members who have been involved for a longer 

time with the ERM process appear to have a better understanding of the process and challenges 

that they need to overcome.  The results showed that the more involvement and access to the 

process, the better understanding of the process and the higher the RM culture.   

One of the primary participants at TCCS discussed the current process and challenges at 

TCCS as the follows:   

The primary assessment responsibility is for someone on the risk assessment team. 
However, that individual can issue the risks to other people to evaluate the overall 
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perspective of the risks.  The meetings were a collaborative kind of setting.  We have a 
matrix of concentrated areas. Every meeting we come in and focus on one specific 
department.  The biggest problem with TCCS ERM is organizing and tracking all the 
risks knowledge coming out of the committee meetings and audit meetings and maintain a 
consistent process.  If you are not organized you can fall into the trap of having data 
integrity issues.  Problems like what version we are on in that matrix and who said what 
this time.  We are thinking of automating the systems then send specific tasks to other 
individuals to work on the evaluation of these functions and taking some of the load off of 
the top employees here in TCCS. 

 
Another participant expanded on the same view and discussed more challenges and issues 

with the current ERM activities, mainly with the level of communication and lack of tracking 

risk information beyond the meetings:   

���(� 
�%��
�
 I like the human interaction within the committee meeting. That helped to 
identify the issues from different perspectives. The human interaction helps us with the 
evaluation part. And to evaluate how likely that thing might happen.   However, I think 
we need to give the people involved better education about ERM, improved the culture 
and the understanding of the process and engaged the involvement of everyone in the 
process.  The administration of the process as it is now is complex and doesn’t allow the 
committee to extend the process to include the mitigating plan.  Also, there is a gap of 
communication within our committee and between us and other committees in TCCS. We 
don’t hear or discuss risks beyond the monthly meetings. The meeting is designed to use 
the knowledge from all the participating departments, but however, we need to use tools 
or strategies to help us track and stay informed of the changes.” 

 
 

Another participant argued that the risk assessments and monitoring are taking longer 

than they should take. She thinks that if TCCS gave access to the risk register and asked 

everyone to do the risk assessments before the meetings, then the committee can use the meeting 

time for more important subjects and the risk assessments will take a shorter time. Part of her 

response is the following:     

We will go every month through the assessment line by line and take a look at how the 
individual who was assigned to the assessment evaluated the likelihood and impact and 
used some recommendation from other areas to change the evaluation of the risks.   We 
use the meetings to compare the assessment to the overall objective of the organization to 
determine if it's too high or too low.  The challenge here is to keep track of all the inputs 
and mixed discussion during the meetings and to make sure that all the members are 
aware of the documentation after the meetings. 
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I think what if we could give the members access to the risk information so they could 
review them and come to the meeting with more constructive inputs and suggestions. This 
will save us a lot of time, as the assessments and review cost us more time and resources 
then what it should be.   We can use the meeting time to agree on the items that we 
disagree on, come up with mitigating plans and prioritize the risks.      

 

Part two:   

This part describes the main challenges, issues, and progress points with the risk 

assessment process at TCCS. The discussion includes the participants’ suggestions on supporting 

the development of the risk assessment activities. The participants from TCCS agreed with the 

participants at CGU on the importance of using a hybrid approach to deal with risk assessments. 

They argued that the human interaction is needed as educational tool and way to help ERM 

understated the process expectation.  A couple of examples of this opinion is the following:    

The meeting or the human interaction is needed to help different members understand the 
ideas and the different risks and work as an educational tool so they can give a realistic 
evaluation.  The meeting is a very effective approach, but combining that with technology 
will help the people brainstorm and report things before, so the meeting becomes a more 
effective and organized meeting that takes less time. The technology can reduce the time 
needed to get this done dramatically. We need a database that systemically contains all 
types of risk information instead of trying to formalize and share them yourself and track 
the changes manually.  

 

Another participant stated:   

I think the face-to-face interaction is the ideal way to conduct a first risk identification 
round. Or at least to identify the risks associated with the work.  I think the human 
interaction gives us a chance to reflect on the things that we need to consider and often 
forget about. I think accompanying this some online standardized tool would help with 
the follow-up process to identify more risks in the long run. 

 

Assigning risk owners to every risk was raised as an essential factor to empower the RAs 

and create a sense of agency among the committee members. A primary member of the ERM 

committee discussed this issue:     
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At some point, we need to assign risks to risk owners and authorize them to perform the 
risk assessments and identify new risks independently from the meetings. I think that if we 
could find a systematic tool where we can identify and evaluate risks outside the meeting 
then discuss them shortly within the meetings, we would achieve much more effective risk 
assessments. However, this type of authorization to edit risks outcomes and make 
decisions needs to stay with the committee members. As some of the small employees 
might have a small risk and they might feel that this risk is 5 in likelihood and impact but 
after comparing it to the other risk it will be way less. As the people tend to put 
themselves as more important than anything else, a big part of the final discussion needs 
to stay within the spectrum of the committee members, at both levels virtually and 
physically.   

 

There is a number of technical challenges that deter the organization’s recourses.  The 

following responses highlight some of these issues:   

Keeping track of the spreadsheet, what is the most updated one is one of the main 
technical difficulties with our process. We solved that by having one person who checks 
in the documents and updates them to make sure that we have consistent updates. 
However, the spreadsheets and historical data are hard to track and cost a lot of time 
and resources.  
 
We have risks that are redundant and cross multiple departments.  Using software and 
database with a system that can cross-reference risks can minimize the inconsistency of 
the definition of one risk. Technology can help the committee member visualize and 
realize the current risks and move toward identifying what is missing and collaboratively 
control them beyond the meeting. We need Information sharing to enable the collective 
RAs. The technology will help in reviewing the current statuses, alerting the organization 
about high-level risks, saving the historical information about risks and reminding people 
of the needed action in real time.  

 
Routine risk assessments are essential components and happen to be missing from the 

current ERM at TCCS. Information and communication management can further enable and 

support this type of activity. This is supported as below:  

If this is an ongoing process, the risks owner must keep looking and thinking and 
evaluating the risks even outside the meetings.  If something new comes up, I should be 
able to report or identify that in my own base vs. waiting for the committee meeting to 
report that.  This is important as with giving control to the person over the risks related 
to his or her work, the person will contribute to the process more and will work harder to 
mitigate the risks and make sure that the organization is aware of them and the need to 
fix them.  The feeling that I can change them or add to them will give me as a risk owner 
agency over risks. Immediate and real-time reporting of risks that are shared on the 
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enterprise level is precisely where technology can help. I would love to see the 
information flow from the individual involved in the process voluntarily more than 
depending on the meetings only.    
 
There was a general agreement on the critical role of technology in fixing the current 

issues with the process and produce more efficient RAs. The following responses offer evidence 

to the previous statements:  

We need a system that allows organizations to integrate and update the risk-related 
information. Give some kind of profile to each risk and allow the people involved to 
access these risks at any time and maybe adding to them and editing them. This would be 
reported to the people with concerns and sent to the administration of that organization 
to alert them about the updates and the important progress. Technology can facilitate the 
presentation and the access to the historical data about risks and manage the data about 
the risks.  The right technology will provide a risk register that is easy to access and a 
place where people can be notified about changes.  

 
Our RA practices are very isolated within the meetings and having access to a database 
that includes the risks will help us identify more risks and revisiting and rethinking about 
what is missing and how we can improve. I believe that in the long run KM technologies 
can take the place of human interaction as it becomes clearer what is expected.   
 
I think a project management software or KM tool will help us overcome many of these 
problems. We need some systems that could help us maintain the historical data. Having 
the information on this website will help us know what is up-to-date as long as the history 
of that risk.  As of now, we have to move from the spreadsheet to another to identify this 
information. We need a tool that helps us to follow up with risk-related information. 
Another good help out of it is that it could help us by reporting out information and 
update them regularly. Inputs from different departments we can use technology to have 
these inputs in real-time communication, and use it to better the risks information 
tracking.    

 

Part three:  

This section covers what the members discussed concerning the current state of the risk-

monitoring activities. Also, this included the areas desiring improvements. Most respondents 

agreed that there are significant issues with the current monitoring process that is conducted 

through the committee meetings. In addition, the majority felt that the use of information and 

communication systems is necessary at the risk monitoring level. This opinion is comparable to 
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the outcomes from CGU’s interviews, where there is a general agreement on the value of 

information and communication systems when it comes to monitoring risks.  Some of the 

responses captured as pertains to this matter are as follow:   

The revisiting is slowly happening here in the organization.  I think this is a very 
essential and important part of the process.  We need the technology to help us maintain 
and ease this process.   As we are as a committee, we don't have time to go and review all 
of these risks. The committee time must go toward more important tasks like correcting 
the errors, discussing the unclear items, planning for actions.   
 
I think this part is where technology plays a huge part especially before the meetings to 
evaluate things as the majority of the members are not interested in discussing other 
subjects.   
 
“I think monitoring is a very essential and important part of the process as there is no 
point in identifying a risk if we are not planning to go back and revisit it continuously. 
However, risk monitoring is where we fail to perform as effectively as we should. I think 
the use of technology must become in parallel to the committee meeting.  The monitoring 
process could happen before the meeting and we use the meetings to confirm and 
review.” Technology can help communication about risks, involving more people in 
reviewing the mitigating plans and getting support from management and other 
departments in relation. 

 

Part four:     

The participants were asked to evaluate lines of communication in relation to risks at 

TCCS. The results showed that there is a clear gap in terms of communication. Equally, there 

was a general agreement that the members are not aware of any line of communication that 

negatively affects the efficiency of the process and the RM culture.  One of the participants said; 

“I do not know what the current line of communications is, and I think, we as a 
committee are not aware of how our efforts and inputs are communicated to both the 
bottom and top levels.  These missing elements discourage us from participating 
effectively in the process and making us question the value of what we are doing.   The 
weak line of communicating affects the RM culture here in TCCS. The ability to see 
things and change things while knowing that involved people are aware of the 
information that I am providing would empower our sense of agency and contribute to 
the results and the worth of the process.”    
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Another respondent indicated the communication problems at TCCS as; 

“Even when we enforce communication, the documentation of communication is not 
there. Not all the people in relationships will be aware at all times of the risks or the 
change in the treatment plan and the risk level.  I would love to see a tool or process that 
helps us, at the enterprise level, to have a clearer understanding of how we need to do or 
did whenever we have an issue.”     

 

Throughout the interviews, communication systems and KM tools were seen as the key 

when fixing the line of communication issues.  Examples of such statements include:  

Technology can help us keep track of the problems that we are reviewing and make sure 
that there is a visible record of the issues that can be accessed by everyone. Technology 
can provide us with the missing transparency and enable collaborative risk assessment 
and mitigate.  There are communicating issues with the current RM process and I think 
the right technology strategy might contribute to fixing them or at least minimize them.       

  
Technology might help in presenting the finding and empowering the top and the bottom 
line of communication. And to bring awareness to the organization about the risks and to 
create a risk culture that motivates everyone to be part of this.” 

 

Part five:  Transparency approach to ERM.  

The section evaluates whether a transparency approach to ERM is more ideal than the 

confidential one. TCCS is more about sharing the risks, information and enabling transparency 

than the case at CGU. One of the primary members of the committee commented on the 

transparency approach at TCCS as follows: 

“We recognize the importance of transparency. The ERM process started with a very 
non-transparent approach. I think that is what slowed us down and did not allow us to 
progress as fast as we should. However, now we have started to share information on 
risks across colleges and within TCCS. It is still a hard discussion but we are moving to 
more transparency.”     
 

Generally, the participants agreed on the value of transparency in enabling and 

empowering the ERM process.  Examples of participant responses are as follows:  
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“I think transparency is the ideal for TCCS.  I think it needed for everyone to be aware of 
the risks associated with the organization and be able to inform the other departments 
where we can help or participate.”   

 
“We have many risks that need collaboration to be mitigated and the only way to achieve 
that is to be transparent to allow communication and learning throughout the 
organization.”    
 

However, one participant argues that transparency is acceptable whenever there is a perceived 

value from the shared information:   

“I do not think we need to see irrelevant department risks. Maybe we allow some 
transparency within the area of interest or maybe transparency within the organization 
itself. However, it is essential to be involved in the information whether we can help 
contribute, interact, get the idea from, be aware of, avoid or to hold onto best practices. 
This will allow us to start conversations and collaborate in terms of fixing issues.”  
 

Stage summary:   

The stage provided a detailed description of the problems and issues with the ERM 

process at CGU and TCCS. At this phase, three of the action research principles are represented: 

The Researcher–Client Agreement, The Cyclical Process Model, and The Principle of Theory. 

As action research without theory is not research, the ISO 31000 explanation of the ERM process 

and the Alavi & Leidner (2001) KM Framework guided the development of the instrument in the 

diagnosis phase. The instrument is divided into five different sections designed to help the 

researcher explore issues with the ERM process and explore how KM can contribute to 

addressing these issues.   

During the diagnosis phase, the researcher continuously communicated the identified 

problems and concerns with the research clients. As shown, Table 4.3 provides a summary of the 

key issues and needs identified at both organizations.   
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Table 4.2 Summary of Problem Diagnosis 
Identified problems and needs  

CGU TCCS 
Communication issues:   
 

- An isolated and confidential approach to 
ERM activities. 

- Lack of communicating about risks and 
risk-mitigating plans.   

- Lack of access to in-relation risk 
information. 

 
Collaborative issues:  

- Lack of collaborative risk assessment.  
- Lack of collaborative risk-mitigating.    
- Lack of sense of agency and ownership 

over the risks. 
- Lack of risk-sharing culture (increasing 

anxiety over sharing risks) 
- Risk knowledge retention.  

 
Issues with the ERM process:   

- The ERM created a burden on the RM 
team, which consumes the organization's 
resources.   

- The ERM activities are time-consuming 
and slowly progressing.  

- The absence of formal or risk-monitoring 
activities. 

- Disabled voluntarily risk assessments. 
- Risk owners identify and evaluate the risks 

from local perspectives instead of an 
enterprise perspective.   

- Lack of understanding of the purpose and 
the value of ERM activities. 

 

Communication issues:   
 

- Lack of communication at two levels:  
- Within the committee. Necessary for the 

institution to stay informed of the changes 
and contributions to the process beyond the 
meetings.    

- Outside the committee, both at the top and 
bottom line of communication.   

- Lack of access to in-relation risk 
information. 

Collaborative issues:  
- Low sense of agency among the committee 

members, even to the risks that fall under 
their specific departments.  

- Lack of involvement of other risks owners 
outside the committee members.   

- Lack of collaboration efforts outside the 
physical committee meeting. 

 
Issues with the ERM process:   

- The absence of risks monitoring activities 
due to the limited meeting time.   

- Lack of routine risk assessments activities 
outside the committee meetings.    

- Difficulties in organizing and tracking all 
the risk knowledge coming out of the 
committee meetings.  

- Difficulties in maintaining consistent 
processes.   

- The administration of the process is 
complex and time-consuming. 

 
 

4.2.2. Action planning phase 

This section is divided into three sub-sections. The first part presents the detailed 

thematic analysis of the interviews.  The information gained from each participant was 

interpreted from the perspective of how KM appeared to affect ERM practices.  The interviewer 

transcribed the interviews and the scripts were coded. The analysis examines the dynamics and 

nature of the relationship between the KM practices and the three chosen components of the 

ERM process: risk assessments; risk monitoring, and communication and consultation.   
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The sub-second section discusses the issues identified at the diagnosis stage and provides 

a detailed description of how the different KM practices and ideas contribute to fixing or 

minimizing the issues. It further identifies how KM frameworks guided the research intervention.  

The third part provides the detailed action plan proposed for both CGU and TCCS.    

4.2.2.1. Qualitative analysis of the interviews:   

The interview guidelines were identified according to the goal of the research, which is to 

gain insights about the relationship between ERM and KM in practice. During the interviews, 

participants were questioned about their individual experience and involvement and 

understanding of the ERM risk management process within their organization. The interview 

was designed to explore their experience with the ERM process, the positive and negative 

incidents, and the encountered barriers and missed opportunities for further improvements.  

Figure 4.4 Action planning thematic analysis 

The researcher summarized all coding results on a large spreadsheet and looked for shared 

patterns across each of the categories that emerged from the coding (Myers, 1997).  The 

interviews analysis branched every one of the three elements of the ERM process to different 
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themes. According to the data analysis, every theme represents a different interaction between 

Risk Assessment and KM practices. Figure 4.4 illustrates the different themes that emerged from 

the data analysis.   

Table 4.3 Summary of the risk assessments analysis 

RA theme RM Practices KM themes Other remarks 

Initial 
RAs 

• Human-based RAs 
• RAs mandated by 

management  
• Build holistic risk register 
• Risk owners access the risk 

register.    

Knowledge storing  
Knowledge transfer  
Intellectual capital  

Human-based RAs is a better 
approach because of:  
• Lack of RM understanding  
• Lack of sense of ownership  
• Lack of risk sharing culture. 
 

Follow up 
RAs 

• Hybrid approach between 
human-based RA and KMS-
based.  

• Human interaction is used on 
an ad-hoc basis.   

• Real-time risk knowledge 
sharing. 

• Access to risk historical 
tracking. 

• Use persuasion techniques 
and notification systems.   

 
 

Knowledge storing  
Knowledge transfer  
Knowledge sharing  
Knowledge utilizing 
Community of 
interests   
Persuasion methods 
Sharing culture  
Intellectual capital 
 
 

KMS based risk assessment used 
after the organization:   
• Established shared culture  
• Trust ERM process  
• Gain understanding of risk 

assessment 
 
KMS is a better approach because it:  
• Saves time and resources.  
• Eases the RA process.   
• Involves risk owners in the in-

relation risks and best practices 
identified by other individuals. 

• Creates a sense of ownership 
over risks. 

Voluntary 
RA  

• KM-based risk assessment.   
• Real-time risk knowledge 

sharing. 
• Access to risk historical 

tracking. 

Knowledge storing  
Knowledge transfer  
Knowledge sharing  
Knowledge utilizing 
Community of 
interests 
Intellectual capital 
Access to best 
practices 
Sharing culture  
 
 
 

• Ongoing process where the risk 
owner must keep looking, 
thinking and evaluating the risks. 

• IT-based risk sharing.   
• Information technology is a key 

to enhancing and supporting 
routine risk reporting.  

• RA motived by the awareness of 
others, including top 
management, to the problems 
that they are facing and the 
solutions they implemented. 

 

I. Risk Assessments   

The interview analysis divided the risk assessment process into three different themes: 

the initial rounds of risk assessments, the rounds after establishing an ERM culture, and the 
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routine risk assessment conducted voluntarily by individuals within the organization whenever 

they felt the need to report the new risks.  Table 4.3 summarizes the different Risk Assessment 

themes, practices and patterns that emerged from the interviewee’s analysis.   

First theme:  

The vast majority of the participants from both CGU and TCCS agreed that human 

interaction, represented by one-on-one interviews, focus groups, and committee meetings are 

essential in the initial rounds of risk assessment in every department within the organization. The 

participants from TCCS indicated that the organization needs to gain some understanding of risk 

assessment practices and trust in the ERM process, which mainly requires human-based data 

collection, sharing and, transfer. The participants emphasized the significance of the 

collaborative human-based practices for the evaluation and analysis phases more than with risk 

identification. Similarly, the participants from CGU felt that the face-to-face interaction as the 

initial risk assessment would work as an educational tool to help them understand the purpose of 

the risk assessments and their role in the process. It would serve as the starting point for further 

assessments.      

The participants from CGU discussed the problems and barriers that the confidential 

approach to risk assessments is creating. Accordingly, the interviewees express the need to gain 

access to the risks that they, and other individuals in comparable areas, identify, evaluate and 

analyze. They discussed how they need to feel a sense of ownership over the risks that they are 

identifying before participating in the process systematically. They further discussed how access 

to the risk database and risk communication would help enhance the RM culture, and motivate 

them to participate more in the risk treatments and solutions. Participants from both 

organizations agreed that access to the risk registries of other individuals at relevant risk areas is 
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an essential tool in establishing the risk sharing culture, creating communities of interest and 

giving access to the best practices and information about risk presence, treatment, and plans.  

Second theme:  

 The participants elaborated the same ideas within the second theme identified in this 

research. The majority of participants agreed that a web-based KM system could be employed to 

perform risk assessment activities after establishing a shared culture, building trust in the ERM 

process, and gaining a general understanding of risk management.  Without a doubt, they agreed 

that a hybrid process between human interaction and an IT system is the ideal approach to 

employ KM management activities within the risk assessment practices. However, the 

participants at CGU further indicated that human interaction must be used on an ad-hoc basis 

while web-based risk knowledge sharing, transfer, and storage should be the dominant risk 

assessment practice. Interviewees mentioned that a web-based KM system eases the risk 

assessment process by saving time and resources, as every individual would be responsible for 

part of the process compared with the human interaction that is conducted by the ERM team only 

in the organization.   

Participants at both organizations agreed that real-time risk information sharing within 

departments and areas with similar interests is an essential element for a successful risk 

assessment process in the long run. Interviewees often mentioned that the implementation of 

persuasive techniques like a notification system is crucial to the successful employment of a KM 

system in the risk assessment process.  Additionally, the interviewees emphasized the importance 

of historical tracking of the risk knowledge throughout the organization when performing future 

risk identification and analysis.  KM can help risk owners think about new things as the sharing 

process of risk knowledge naturally can lead to more brainstorming, thus, opening avenues to 
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new ideas.   The position creates a sense of ownership over risk and elevates the sense of 

responsibility to be a factor in changing and reducing the risks. Besides, participants at TCCS 

express how the access to the risk register and the risk sharing tools could help them 

continuously think about risk and contribute to the process outside the committee meetings.  

Third theme: 

The third theme identified by the participants in the voluntary risk assessment conducted 

by individuals within the organization whenever they feel the need to report new risks. Here 

there is an agreement among the participants to view the risk assessment process as an ongoing 

process where the risk owner must keep exploring, processing, and evaluating the risks.   

At this level, a web-based risk sharing, real-time processing of risk data, and a shared 

database are what were seen by the participants as vital practices. The majority of the 

participants recognized the web-based KM system as key to enhancing and supporting routine 

risk reporting.  Further, access to best practices will encourage the involvement of the 

community in local practices and interests. This involvement is critical to activate and motivate 

individuals to volunteer and engage in the risk assessment activities. Indeed, the participants 

indicated that they would be more willing to share risk knowledge in their area when they can 

expect to receive some form of benefit as an exchange for their sharing. They considered the 

access to others’ risk knowledge as a major form of benefit, as well as the awareness of the top 

management of the problems that they are facing and the solutions they implemented.   

II. Risk monitoring  
The data analysis placed risk monitoring into two different practices with different 

relationships and with KM activities.  The first practice is the routine risk monitoring, where all 

risk information and mitigating plan are updated and re-evaluated on a regular basis. The 
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frequency of risk re-evaluation is determined by the nature of the risk. The second practice is the 

ad-hoc risk monitoring process, contingent upon emerging risks, significant changes to risk, or 

management requests. Ad-hoc risk monitoring occurs in-between routine risk monitoring. Table 

4.4 summarizes the themes, practices, and findings of the interview analysis as they relate to risk 

monitoring.    

Table 4.4 Summary of the risk monitoring analysis 

Risk 
Monitoring 

theme 
RM Practices KM themes Other remarks 

Routine risk 
monitoring 
 

• KMS-based risk monitoring.   
• Assigned risk owners to 

every risk. 
• Risk owners access the risk 

register and risk historical 
tracking.     

• Real-time risk knowledge 
sharing. 

• Risk monitoring requested by 
the management.     

• Use persuasion techniques 
and notification systems.     
 

Knowledge storing  
Knowledge transfer  
Knowledge sharing  
Knowledge 
utilization 
Community of 
interests  
Community of 
practices 
Persuasion 
techniques 
Historical tracking  
Sharing culture  
Learning 
organization.  
Intellectual capital 
 

Notification systems are critical to 
encourag risk owners to reevaluate 
risk statutes.    
KMS is a better approach because 
it:  
• Eases the risk monitoring for the 

risk owners and the RM team.  
• Elevates the quality and the 

response rate. 
• Facilitates the presentation and 

access to the historical data. 
• Makes people in-charge 

systematically aware of the updated 
risks.   

• Motivates the risk sharing and risk 
management culture.   

Ad-hoc risk 
monitoring:   
 

• Hybrid approach between 
human-based and KM-based 
risk monitoring.  

• Human interaction is used for 
follow-up and risk treatment 
planning as needed.  

• Real-time risk knowledge 
sharing. 

 
 

Knowledge storing  
Knowledge transfer  
Knowledge sharing  
Knowledge utilizing 
Community of 
interests   
Community of 
practices 
Sharing culture  
Intellectual capital 
 
 

Hybrid is a better approach 
because:  
• KM enables management and risk 

owners to identify the areas where 
they need follow-up, while the 
human interaction is used for 
clarification, collaboration, and 
planning if needed. 

• Save time and resources.  
• Give access and edit the risk 

knowledge at any time.   
• Involve risk owners in the in-

relation risk and best practices 
identified by other individuals. 

• Create a sense of ownership over 
risks.   
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Routine risk monitoring: 

The majority of participants from both organizations agreed that risk monitoring is a 

challenging task, and it is resource and time consuming.  They agreed that risk-monitoring 

activities are a result of the ERM process failing to perform efficiently with the current face-to-

face interactions. They were all concurred that knowledge of management practices is an ideal 

approach to deal with routine risk monitoring, as KM would reduce the overhead that this 

process might need. For example, the respondents believed that risk knowledge sharing, 

transferring and storing play a major role to ease risk monitoring both ways, for the risk owners 

and the RM team. Technology can make monitoring more organized and allow risk knowledge 

to be stored with the historical changes that every risk has gone through.   

The participants from CGU indicated that sharing their risk updates routinely and 

knowing that supervisors systematically recognize and are aware of the risks, makes them feel 

much more protected and confident to participate in the ERM process.  Without dispute, they 

agreed that the shared documentation of the risks allows all risk owners to be aware of the risks, 

track the risks’ performance, and activate the risk-sharing culture. 

Similarly, the participants from TCCS emphasized the importance of the historical 

tracking of every risk. They agreed that access to this information, especially from in-relation 

risk owners, would significantly motivate and elevate the quality and the response rate of the risk 

monitoring as well as proactive decision-making. They think that employing a web-based KM to 

monitor activities outside the meetings would produce a more resourceful and efficient process.    

Overall, KM practices are viewed as an invaluable motivation for the risk management 

culture. However, interviewees from both organizations agreed that accompanying KM with 
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notification systems or persuasion techniques is vital to encourage risk owners to seriously 

reevaluate and update the risks statuses.      

Ad-hoc risk monitoring:   

A majority of participants deem that a hybrid approach that combines a web-based KM 

tool and human interaction is ideal for ad-hoc monitoring depending on the nature of the change. 

The KM tool can be the baseline and then, as needed, the ERM team can intervene and follow up 

with the risks that need more investigation. The participants from both organizations think that 

the access to the historical risk data is enabling management and risk owners to identify the areas 

that require further attention. The use of KM practices facilitates the communication between 

multiple partners to collect risk and identify needs. The shared risk documentation is seen as an 

essential practice that provides a profile for each risk, allowing the people involved to be aware 

of the dynamics and the patterns of factors around the risk.  In addition, all participants 

emphasized the importance of assigning risk owners to every risk and enabling them to be in 

charge of updating and sharing the risk knowledge, thereby, transforming their level of 

ownership and sense of agency over risks.  Many participants at CGU indicated that the nature of 

risks in higher education is comparable among completely different departments. One participant 

stated, “I would like to know how other colleges and departments evaluated and mitigated the 

risks that my college is facing.”  Thus, access to risk knowledge, mitigating plans and best 

practices of other departments are seen as essential assets to assist the risk owners’ evaluation of 

their own risk statuses and effectiveness of their current mitigating plans. 

III. Communication and Consultation 

The results show that higher education institutes, more than any other type of 

organization, need to build a learning environment where the related risk best practices are 
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shared throughout the organization. Higher education is a complex risk environment and every 

risk functions across multiple departments and areas. The participants acknowledged three 

different themes whereby KM plays a role in risk communication and consultation. The three 

themes are lines of communication, collaboration, and transparency.   

Lines of communication:  

It is believed by the participants that KM activities can be used to better the lines of 

communication between top management, the RM team, and the different departments.   The risk 

reports will always be housed in a shared database, and the people in-relation will be notified and 

continuously integrate with them.  The top and bottom levels within the higher education 

organization need to be aware of and informed about the risks and updates regarding emerging 

risks in one area, the risk treatments in place and the changes in risk levels. Therefore, having a 

mechanism where that type of information flows continuously between most levels is seen as the 

essence for ERM. Technology that aids in presenting the findings and in empowering the top and 

bottom lines of communication will bring awareness to the organization about the risks and 

create a risk culture that motivates everyone to be part of this process.  

Collaboration: 

The participants recognize that real-time risk sharing and access to a risk database allow 

top management and other involved employees to integrate with the risks from a risk treatment 

standpoint. They offer suggestions on how to mitigate the risks and fix them. These KM 

practices are seen as an excellent way to integrate the whole organization into the solution and 

the progress. Most of the participants at CGU confirmed that seeing other peoples’ risk 

information would help them see parts of their colleagues’ risk information that they did not 

think about or they failed to know they could contribute to their solution.  For instance, one of 
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the participants remarked “seeing the problems associated with students in other areas and 

departments will help us expand or change the type of activities that we are doing and introduce 

new things to be part of the solution to the problems associated with other departments. When 

people from different departments see all the risks associated with the organization, they will be 

more motivated to volunteer to be part of the solution or at least provide insight and help guide 

the solutions.    

The participants generally confirmed that risk sharing would make people recognize that similar 

issues being addressed in different departments, and create a community of interests and 

practice. They believed that access to risk knowledge will help them develop to become a 

learning organization and enrich the worth of their resources.   This would influence individuals 

to understand that they are all working toward the same goals and enhance the organization 

collaborative culture.     

Transparency:  

Overall, interviewees criticized ERM processes that tend to be more confidential than 

transparent outcomes. They indicated that some of the risks require organizational awareness and 

collaboration to be mitigated; making transparency essential to allow communication and 

learning throughout the organization. Countenancing agency over risks by sharing them is seen 

as essential to ERM. The participants at TCCS who are part of the committee that shares 

ownership over the ERM process believed in full transparency. They underscore that 

transparency is the primary method to engage the organization to use all possible resources to 

remedy itself and overcome problems with the minimum effort possible. However, a large 

number of the participants at CGU said that over-sharing might lead to unwanted results. The 

majority of the participants agreed that a semi-transparent approach is best, where the access to 
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risk information occurs among all the departments where individuals can help, contribute, or 

interact with the risks.  There was a discussion about how over-sharing of risk information might 

lead to increased anxiety or distract and confuse the risk owners.   

�

4.2.2.2. Proposed action plan 

Table 4.5 CGU Proposed Action Plan 
 
 

Main Issues 

 
 

Proposed actions 

Concepts from 
KMS success model 

Lack of communicating about 
risks and risk mitigating plans.   
 

- Adapting a semitransparent approach to 
ERM where risk owners authorized to 
access all in-relation risk areas. 

- Educating the risk owners about the value 
of risks sharing.  

Knowledge Quality  
 

ERM process dependent on face-
to-face interviews only.  

- Adopting a hybrid approach to perform 
ERM activities between face-to-face 
interviews and KM practices.    

Service Quality  

Lack of collaborative risks 
assessment and risk-mitigating.    
 

- Assigning multiple ownership to every 
risk.  

- Giving every employee who owns a risk 
of access to all the risks that fall under his 
or her area.     

Service Quality  

Lack of sense of agency and 
ownership over the risks.  

- Assigning specific risks to specific 
employees and giving them the full 
responsibility for maintaining the risk 
statuses.   

- Giving risk owners access to the risks list 
owned by other employees under the same 
risk area.  

Knowledge Quality  
 

Lack of risk sharing culture.  - Educating the risk owners about the value 
of risk sharing.  

- Implement KM practices to encourage 
them to participate in the risk-sharing 
activities. 

Knowledge Quality  
 

Focusing on local issues within 
departments and offices. 

- Changing the type of risks that the ERM 
process is looking to identify to 
concentrate on more holistic risks.  

Knowledge Quality  

The cross-functional risks re-
occur repeatedly under every 
department. 

- Giving shared ownership and access to the 
risks that fall under multiple departments.    

- Giving access to in-relation risks 
information to all owners.   

Knowledge Quality  
 

The ERM process is very 
confidential and centralized.   

- Decentralizing the ERM process.  
- Adapting a semitransparent approach to 

ERM where risk owners are authorized to 
Service Quality  
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Main Issues 

 
 

Proposed actions 

Concepts from 
KMS success model 

access all in-relation risk areas.    

The absence of risk monitoring 
activities. 

- Enabling fully automated risk monitoring 
activities through the KM system.  

- Perform face-to-face interviews on anad-
ad-hoc basis. 

System Quality  

ERM is very time-consuming and 
resources consuming as well. 

- Automating major parts of ERM 
activities. 

- Sharing and disrupting ERM tasks among 
risks owners (decentralizing the process).  

- Perform face-to-face interviews at ad-hoc 
bases.      

Service Quality  

 

Table 4.6 TCCS Proposed Action Plan 

 
 

Main Issues 

 
 

Proposed actions 

Concepts from 
KMS success model 

Lack of communication within 
the committee members about 
risks beyond the meetings.   

- Giving risk owners access to the shared 
risk registry.   

- Encouraging the use of KMS in between 
meetings to perform risk assessments and 
monitoring.   

- Educating the risk owners about the value 
of risk sharing.  

Knowledge Quality  
 

Lack of communication outside 
the committee (top down and 
bottom up lines of 
communication).   

 

- Adapting a transparent approach to ERM 
where the organization members are 
authorized to access all in-relation risk 
areas. 

Knowledge Quality  

Lack of collaboration efforts 
outside the physical committee 
meeting.       
 

- Encouraging the use of KMS in meetings.   
- Assigning shared risk ownership to risk 

owners inside and outside the committee.     Service Quality  

Low sense of agency among the 
committee members. 

- Giving risk owners access to the shared 
risk registry.   

- Assigning specific risks to specific 
employees and giving them the full 
responsibility for maintaining the risk 
statuses.   

Knowledge Quality  
 

Lack of the routine risk 
assessments. 

- Automate the routine risk assessment 
activities through the KM system. System Quality 

The absence of risk monitoring 
activities. 

- Enabling fully automated risk monitoring 
activities through the KM system. System Quality 

The ERM process is dependent 
on face-to-face meetings only.  

- Adopting a hybrid approach to perform 
ERM activities between committee 
meetings and the KMS.    

Service Quality  

Difficulties in organizing and - Storing all the risk knowledge in the System Quality 
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Main Issues 

 
 

Proposed actions 

Concepts from 
KMS success model 

tracking all the risk knowledge. shared risk repository.     
- Using the KMS to input and integrate all 

future risk knowledge. 

Lack of risk sharing culture.  - Encouraging the use of KMS in between 
meetings.   

- Educating the risk owners about the value 
of risk sharing.  

- Implement KM practices to encourage 
them to participate in the risk-sharing 
activities.  

Knowledge Quality  
 

The ERM process is centralized.    - Decentralizing the ERM process.  
- Adopting a hybrid approach to perform 

the ERM activities between committee 
meetings and the KMS.    

Service Quality  

The ERM is time-consuming and 
resources consuming. 

- Automating major parts of the ERM 
activities. 

- Sharing and disrupting ERM tasks among 
risks owners (decentralizing the process).  

- Perform face-to-face interviews on an-ad-
hoc basis.      

Service Quality  

 

4.2.3 Intervention Phase 

The action planning stage set the phase for the intervention stage where the plans are 

transformed into actions. The researcher discussed with the top management at both 

organizations the proposed action plans that were generated during the problem diagnosis and 

action planning stages.  However, the researcher authority and control over the action research 

intervention differs from one organization to the other.  At CGU, the researcher was granted the 

full power and responsibility of determining and performing the intervention stage.  The 

researcher freely executed and altered the KMS implementation according to the research results.  

At TCCS, the researcher’s power to determine and perform the intervention stage was limited. 

She observed the ERM’s activities and provided consultation and support to the RM team 

throughout the intervention phase.    
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4.2.3.1. Description of the research tool   

As mention previously, CGU and TCCS jointly purchased a new web-based tool called 

Risk Wizard to elevate the ERM process. The tool was ideal for this research as it has a range of 

flexibility and could be customized based on each organization’s needs and requirements. The 

design of the tool follows the International Risk Management Standard ISO 31000:2009 that 

provides general guidelines for the design, implementation, and maintenance of risk management 

processes throughout an organization. This tool functions like a KM System that manages risk 

knowledge and links, the risk owners and the organization to different sources of risk 

information. The tool enables risk information to be accessed quickly, easily and securely; and 

helps organizations share, transfer, store and utilize the risk knowledge to serve ERM objectives.  

The tool includes additional risk management functionalities that the researcher did not enable 

because they are beyond the interest of this research. The researcher activated the KM 

functionalities based on the results of action planning and needs of each organization. 

The tool was ideal to use in this research as it is quick to learn with an easy interface, 

which would allow the researcher to smoothly roll out the tool across the organizations within a 

reasonable period. The tool would enable CGU and TCCS to list all the foreseeable events that 

may harm or help their business, and have these events prioritized, assessed and assigned to 

specific individuals. The risk owners could access their risk profile at any time with all the 

information about how this compares to its risk tolerance range and what action should be taken.  

Figure 4.5 demonstrates the risk register view of Risk Wizard, which is the KMS portal 

that integrates different organizational risk information in one window. The tool provides search 

engines and filtration capabilities that retrieve the specific risk information in response to client 

queries.  In addition to the register sharing, the tool offers alternative communication channels 
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like emails and messaging, and provides the name of the specific risk owners, which encourages 

conversations and person-to-person communication.  Risk Wizard includes many reporting, 

analysis and visualization tools that help conception and communicate the risks statue. 

Figure 4.5 The Risk register View 

Figure 4.6 and 4.7 illustrate a risk profile example with the different sub-sections 

dedicated to collect necessary risks information. The labels and sub-sections were reviewed and 

customized to CGU’s and TCCS’s needs. In addition to the risk information, the risk owner can 

add links, attachments and all types of notes to the risk profile.  The tool provides a built-in 

messaging system to communicate within the tool about the specific risks. The tool provides a 

historical tracking tool to track the changes that occur in every risk.  The ERM team used the risk 

ownership subsection to assign risks to specific departments and in-charge risk owners. 
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Figure 4.6 Risk Evaluation View 

 

Figure 4.7 Risks Identification View 



www.manaraa.com

��#�

�

4.2.3.2. CGU’s intervention   

As mention previously, the researcher was responsible for CGU’s transition to the KMS. 

CGU’s top management examined all proposed plans to initiate a KM implementation. The 

researcher executed and translated the plans into practical activities to reflect CGU’s needs 

identified in the action planning stage.  Table 4.7 provides a summary of TCCS’s intervention 

goals.  

Table 4.7. CGU’s Intervention Goals. 
CGU issues Intervention Goals 

 
Communication  

 
1. Enable semi-transparency and provide ongoing access to in-relation risk 

information. 
 

2. Improve communicating about risks and risk mitigating plans at two levels:   
- Among the risk owners within every individual department or risk area.   
- Between risk owners and CGU's top management.   

 
 
Collaborative  
 

 
1. Enable collaborative risk assessment.  
2. Enable collaborative risk-mitigating.  
3. Improve the sense of agency and ownership over the risks. 
4. Promote a risk-sharing culture (reduce anxiety over sharing risk information).  

 
ERM process   
 

 
1. Provide ongoing access to risk information. 
2. Enhance the efficiency of ERM activities concerning time-consuming issues 

and slow progress.  
3. Enable and automate risk-monitoring activities. 
4. Encourage voluntary risk assessments. 
5. Promote risk-sharing culture.  

 

According to the results from action planning, a hybrid approach is ideal for conducting 

the risk assessments.  As a result, the researcher kept performing face-to-face risk assessments 

with the newly identified risk owners, while planning for the technology-based risk assessment. 

The researcher communicated with Risk Wizard’s CEO to request customization and support. 

During the intervention, the researcher met regularly with Risk Wizard’s technical team to get 

customization feedback and training.   



www.manaraa.com

��-�

�

The busy schedule and the limited availability of the risk owner made it impossible to 

conduct group training. The majority of the risk owners are the provost, deans, directors, and 

high-level administrators. The researcher scheduled a 15-minute meeting with risk owners to 

train them individually. They arranged additional training sessions based on the risk owner’s 

requests. The researcher had an open door policy with respect to the RM project and provided 

technical and administrative support throughout the process.  They used the training session to 

examine system errors and fulfill any obligatory.   

The researcher distributed the user access to the tool in two stages. The top management 

access to the tool was delayed for three weeks after it was given to CGU’s risk owners.  The goal 

was to persuade and encourage the risk owners to edit their risk register and interact with the tool 

before the top management received access. The risk owners were given this time to review and 

edit their risk register. They were asked to reevaluate the existing risks and identify any new 

risks as well. The focus of this stage is to improve the communication issues related to risks.  

However, the researcher monitored and tracked the changes that the risk owners were making to 

provide support and collect feedback. The researcher continuously met with the VP of Finance 

and Administration to provide feedback and confirm the research progress. Table 4.8 

summarizes the intervention activities at CGU.    

Table 4.8 Summary of the Intervention Phase at CGU 
Key step The plan The intervention 
 
Tool customization 

 
Customize the tool to: 
� Resolve the cross function 

risks issues. 
� Match the risk terms used at 

CGU.   
� Include all the fields that 

CGU’s ERM requires.  
� Give different levels of 

transparency to every 
employee.    
 

 
� The researcher communicated with Risk 

Wizard to request customization and 
support.    

� Risk Wizard’s technical team 
customized the tool to include an 
“Aggregated Risk Rating” field and add 
some missing fields.  

� The researcher collaboratively with the 
client created a "user permissions tree" 
to assure appropriate semitransparency.   

� The researcher provided customized 
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access to every risk owner in-relation 
risk areas.   

 
 
Upload therisk 
register 

 
� The risk register needed to be 

accurate and reflect the 
information provided by the 
risk owners to ensure 
accountability and risk 
ownership.   

� The risk owner must be 
assigned to the risks they own 
and risk areas that they can 
support.   

 
- The researcher uploaded the risks list 

from the Excel sheets and categorized 
every risk by area.   

- The researcher created a risk portfolio to 
every risk and uploaded the risks’ basic 
information.     

- Every user was given shared ownership 
of the risks that they own.     

- The researcher confirmed risk ownership 
and access preferences with every user.   

 
 
Implementation and 
training 

 
- Potential users of the system 

need to be trained on how to 
use the system best.   

- Risks owners must review and 
confirm all the risk 
information.   

- System users must perform 
another risk assessment 
through the system.    

 
 

 
The researcher generated usernames and 
passwords and disrupted them among risks 
owners.  
The researcher schedules an individual 
training session with every risk owner.    
Before the using training sessions: 
� The researcher provided additional 

training sessions and “technical and 
administrative” support whenever 
needed.   

� The researcher used the training session 
to receive early feedback and adjust the 
system and the plan.     

After the user training session, the risk 
owners were asked to:   
- Review all information within their risk 

area.   
- Review and edit their risk portfolios. 
- Fill-in the missing information.   
- Conduct e-risk assessments around 

where they re-identify the current risks’ 
status.  

 

4.2.3.2. TCCS intervention  

After collecting the information through the diagnosis stage and deliberating on the 

action plans, the researcher met with TCCS’s top management and ERM team to discuss the 

research intervention. The two main differences between CGU’s and TCCS’s intervention plans 

are the transparency level and balance between face-to-face communication and technology-

based communication. Although the researcher was not involved in the practical part of the 
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intervention phase, she attended all the committee meetings during the study, discussed the 

research progress, and obtained feedback from the ERM team.  Table 4.9 provides a summary of 

TCCS’s intervention goals.   

Table 4.9 TCCS Intervention Goals. 

Client issues Intervention goals  
 
Communication  

 
 

1. Enable semi-transparency and provide ongoing access to in-
relation risk information. 

 
2. Improve communications at three levels: 

- Communication within the committee to stay informed of the 
changes, and contributes to the process beyond the meetings.   

- Communication with the top management about the risk 
priorities and mitigation plans and actions.  

- Communication between the ERM committee and the 
employees’ in-relation to risks within every department.       

 
Collaborative  
 
 

1. Increase the sense of agency over risks among committee 
members.   

2. Increase the involvement of risk owners outside the committee 
members.   

3. Increase collaboration efforts in regard to risk evaluation and 
mitigation outside the physical committee meeting.   

ERM process   
 

1. Establishing automated monitoring activities. 
2. Improve the routine risk assessment activities outside the 

committee meetings.   
3. Advance the ERM administrative process as follows:  

- Improve the organizing and tracking of all the risks 
knowledge.  

- Maintain consistency regarding technology use and risk 
register formatting.    

- Reduce the complexity and time spent to perform all aspects 
of the ERM process.    

 

In this case, the problem diagnosis indicated that there were no duplicated or cross-

function risk issues with the TCCS register. The tool was entirely ready for KM implementation 

at CGU. As a result, TCCS was not involved in any tool customization requested from Risk 

Wizard.  CGU’s entire risk register was given to Risk Wizard’s technical team to upload it to the 
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tool. The team was fully responsible for all technical support to maintain TCCS’s risk register. 

The ERM team continuously evaluated the risk register upload to confirm accuracy. 

As motioned before, the ERM process at the TCCS was conducted through committee 

meetings, wherever member represented a major department or risk area (see Figure 4.8).  The 

TCCS risk management team was originally planning to use the tool as a centralized risk 

database that facilitates risk information tracking and to grant access to the members without 

individual risks sharing tasks. They were planning to keep using the meeting as the only risks 

information source. 

 
Figure 4.  8 TCCS’s ERM Committee Structure 

However, based on the action planning feedback, the ERM team agreed to decentralize 

ERM activities and use all aspects of the KMS.  The action plan suggested that the face-to-face 

conversation must work in parallel with the technology-based risk communication. Every 

member was given access to the system and the overall risk register. They were further assigned 

to their specific risk areas. The members were encouraged to access and interact with the tool in 

between committee meetings.  They were asked to monitor and re-evaluate the risks under their 

areas outside the meetings. The ERM team used a committee meeting to train the members on 
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the tool and to resolve any disagreement about the components of the risk register.  To 

demonstrate the risk assessment practices, they used the tool in front of the members to input the 

information identified during the meetings.  The ERM team provided support and individual 

training outside the committee meetings.  The top management at TCCS was given access to the 

risk register. The members were encouraged to share the risk information with in-relation 

employees under their specific departments.   

Table 4.  10 Summary of the Intervention Phase at TCCS 
Key step The plan The intervention 
Upload TCCS’s risk 
register 

- The risk register neededto be 
accurate and comprehensive.     
 

- The risk owners must be 
assigned to the risks they own. 

 
- The risk owners must be 

granted access to the TCCS 
overall risk register.     

- Risk Wizard’s technical team was in 
charge of uploading TCCS’s Excel 
sheets into the tool risk register. 

- The ERM team continuously reviewed 
the risk register to confirm accuracy.  

- The ERM team used the tool during the 
committee meetings and input some 
missing or new information to the 
register as a group.   

- They created a risk portfolio for every 
risk and uploaded the risk’s complete 
information.     

- The ERM team assigned risk owners to 
every risk area.    
 

Implementation and 
training 

Potential users of the system need 
to be trained to use the system.   
Risk owners must review and 
confirm all the risk information.   
System users must perform another 
risk assessment through the 
system.    
 
 

- The ERM team scheduled in aperson 
training session with a representative 
from Risk Wizard.    

- The ERM team generated usernames and 
passwords and distributed them among 
the committee members.  

- The ERM team conducted the group-
training session during one of the 
committee meetings. 

- The ERM team arranged individual 
training sessions on-demand.   

- The ERM team used the tool during the 
committee meetings to review the 
register as a group.   

- The committee members were asked to 
review, edit and confirm all information 
within their risk area after the committee 
meetings.   

- They were asked to conduct e-risk 
assessments around where they re-
identify the current risk statuses.  
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However, three main members of the ERM committee resigned, and the committee 

activities were put on hold temporarily until the TCCS replaced them. The remaining members 

continuously worked on the assigned tasks and their efforts focused on mitigating the areas that 

were determined to be the highest risks. They kept documenting these efforts in Risk Wizard 

until the resumption of the committee meetings.  This hold forced the researcher to terminate the 

intervention phase at TCCS at this stage. Table 4.10 summarizes the intervention activities at 

TCCS.       

4.2.4. Evaluation 

A combination of two evaluation approaches was used to examine the perceived value of 

the implemented tool.  In addition, the evaluation stage practically confirmed the assumptions 

about the relationship between ERM and KM during the diagnosis and action planning stages. 

The first part represents the research evaluation acquired from the researcher’s observation of the 

changes in the work environment and their participation in the process.  The second part of the 

tool evaluation was performed through the use of semi-structured interviews. The interviews 

were conducted with all the risk owners who were trained and used the tool during the 

intervention phase.    

4.2.4.1. First evaluation phase: The project observations 

CGU:   
As discussed previously, the researcher is formally performing and supporting all ERM 

activities at CGU. During the research stages, they continuously observed and collected notes 

about the employee attitude, work environment transformation and changing dynamics of ERM 

activities. The observations cover: CGU’s management attitude and feedback after being 
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introduced to the tool, the risks owners’ reaction after the training sessions, and the changes in 

the work environments a result of the access to the tool.    

Management feedback:  

 CGU’s management was very supportive of the new ERM process introduced in the first 

research cycle.   The Vice President of Finance and Administration met with the researcher on a 

regular basis to receive feedback, review the progress, and plan for the next move.  The Chair of 

the board of trustees, who has much experience in ERM, joined the meetings on multiple 

occasions.  They were very excited about moving the process to transparency and a collaborative 

environment. However, they were not sure how effectively the new tool would serve CGU’s 

needs and how the employees might react to their new responsibilities.   

Following the customization of the tool and the uploading of CGU’s risks registry, the 

researcher scheduled a meeting with both of them to introduce them to the system. The meeting 

began with an introduction to the system and initial training. The researcher explained each 

feature in the system and explained how it allows a range of flexibility in terms of granting 

authorization, transparency levels, risk ownership and collaborative activities. The researcher 

explained that the system is multilayer and has many other features that were not being used at 

this stage of implementation and could be enabled in future stages.  Later, they engaged in 

discussion with the researcher that lasted for a half hour. The researcher recorded and transcribed 

their responses and reactions.   

The immediate reaction, in this case, is that they were relieved that the tool interface is 

user-friendly and easy to navigate, as they felt these are critical factors in producing high 

utilization and acceptance among the users.   The respondents showed some concern about how 

overwhelming the organization’s list of risks appeared. The researcher explained that this list is 
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from an administrative view which provides access to everything. She logged-in with student a 

affairs user id to show them how the system will look from the user view. The following 

feedback and concerns where noted, after navigating the system together for a while. 

They were very excited and motivated to monitor how the risk data will change after 

enabling the tool. They discussed how gaining access to risk knowledge continuously would 

encourage them to allocate more efforts and attention to the process. They believed that the use 

of the system will help CGU to create an organizational memory in regard to risks where they 

can see patterns of issues that keep occurring and have been tough to mitigate, instead of only 

emphasizing on the risks with high scores. In addition, they liked how the system consolidates all 

risk information in one place to activate collaboration.    

The Vice President of Finance and Administration stated, “Allowing colleagues to see 

each others’ issues and plans will encourage them to knock on doors and start conversations 

about risks.”  Both thought that the ERM team needed to be cautious about giving the users the 

full freedom to edit and change the values of the already identified risks.  They suggested 

activating notification alerts of any changes made through the system. They recommended 

assigning multiple risk owners to every risk, including the higher-level administrators who 

supervise each area to encourage more realistic and accurate risk assessment and monitoring. 

These suggestions with other observations were considered during the intervention stage.   

Training reflections   

As mentioned at the intervention stage, the researcher scheduled individual training 

sessions with all the risk owners who are part of the initial implementation of the system.  There 

were a couple of cases where the risk owners showed resistance to the training, mainly due to 

issues with RM culture and lack of belief in the purpose of this process. I was forced to request 
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the involvement of the VP of Finance and Administration to encourage them to participate and 

learn about the importance of the use of the system. The risk owners’ immediate reaction to the 

tool was generally positive.  The majority agreed that the system interface is user-friendly and 

easy to use. The following remarks and observations were gathered during the training sessions:   

Access to their own risk information   

- The majority of the risk owners asked the researcher to teach them how to access their 

own risks first. They immediately commented on the number of risks that they owned. 

They approved their ownership over some of them, discussed how they collaboratively 

own them with someone, and explained how they can claim the ownership of other risks.    

- Some of the risk owners started editing the risk content during the training session. They 

asked about who can access their risk knowledge and how much time they have to review 

their risk information before the top management accessed it. 

- These individuals had serious concerns about the type of the information they are allowed 

to share through the system. They were informed that there is no confidential information 

allowed in the system.  As such, general support and satisfaction were received because 

of this type of access.    

Access to other peoples’ risk information   

- Risk owners directly browsed the risks that they related to or were curious about them.  They 

discussed with the researcher their knowledge about the subject or how that related to some 

of the risks they identified.   

- Some of them claimed the ownership over some of the risks and were not sure why they did 

not own some of the other risks in the risks registry.  The access to the risks registry 

enhanced the sense of ownership over the risks.   
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- For analysis purposes, the risk owners were given access to nonrelated departments’ risk 

register information. Most of them were overwhelmed with the access they were given, and 

indicated that this access created a distraction and was unnecessary.  This supported the 

semitransparency approach that was identified during the action planning stage.   

Work environment observations   

The researcher performed and participated in all ERM activities, which included 

committee meetings, risk discussions, board of trustee meetings, and assessments evaluation 

sessions.  The researcher kept asking the risk owners questions about the status of the ERM 

process, discussing future plans and assessing the changes in the their work environment.    The 

observations resulted in the following points:     

- The employees, who were chosen as risk owners and granted access to the risk register, 

started to ask questions about the process and risks. This move showed their interest and 

willingness to participate in the process. They began to gain more understanding of the 

process. They inquired about things like how often they need to re-evaluate risks every year, 

how freely can they edit existing risks or identify new risks without confirming with ERM 

representatives, and how freely can they alter and change risk ownership. 

- The researcher observed major collaborative efforts that were activated through the use of the 

system. For example, in the student affairs department, many employees started 

conversations about how they can contribute to the assessment, monitoring or treatment of 

the number of the risks that they did not own.  The student affairs office formed regular 

meetings to discuss issues with cross-functional risks, negotiate about risk ownership, 

organize the risk management activities, and maintain collective ownership over the 

department risks list.  Another example is collaboration between the billing unit in student 



www.manaraa.com

�!-�

�

affairs and the financial department.  The risk owners at both ends started conversations 

about the shared risks and formed a meeting to discuss the risks list. The top management 

became more involved in the ERM process.  They requested more meetings to review risk 

results and discuss plans.  The top management became more aware of the status of the 

departments in regard to risks.  The level of collaboration between ERM representatives and 

the top management to fix ERM issues and maintain the process increased significantly.    

TCCS: 
The researcher participated and observed part of the ERM activities at TCCS.   The 

researcher attended all ERM meetings during the study.  The researcher kept asking questions 

about the status of the ERM process, discussing future plans and assessing the changes in their 

work environment.  In the committee meetings, the systems were introduced and used; the 

researcher gathered the following remarks and observations:   

- They were satisfied with the ease of use and friendly interface of Risk Wizard.  General 

support and satisfaction were perceived because of this type of access.    

- They generally liked the convenience of the web-based access that this tool provides.  

- They discussed how complex it was to request access to one of Excel risks sheets.  

- They discussed how they rarely gain actual access to any of the risk information beyond the 

meeting, though TCCS is open about sharing the risk register with the members.   

- When the ERM team demonstrated and performed the risks assessment through the system, 

the committee members paid more attention to the process, andasked more questions about 

the risks and the evaluation measures, compared to the meetings with open discussion risk 

assessments. In addition, sometimes they expressed confusion about risk evaluation 

measures, which were continuously used during all the previous sessions, and demanded an 
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additional explanation from the ERM team.  This shows that levels of consideration and 

responsibility over the practical contribution to the process had increased.   

- A couple of members expressed that they were overwhelmed with the access they were given 

to the risks that they could not understand or contribute to them.  However, they appreciated 

the access to the risk information in relation to their area.   

- The number of items discussed during the meeting had increased as the committee assigned 

tasks such as gathering information about the risks, evaluating mitigating plans and 

confirming risk statuses to the risk owners to be conducted after the meeting.   

- The committee meetings before implementing the system were led by the ERM team who 

ultimately controlled the meeting agenda.  The leadership of the meeting shifted after access 

to the tool was provided, as the members were prepared with a list of concerns and items to 

discuss with the group. 

4.2.4.1.Second evaluation phase: Reflective interviews   

To further evaluate the importance of the system and confirm the findings from the first 

two stages, the researcher conducted another inquiry in the form of semi-structured interviews 

with a sample of the system users.  As mentioned in Chapter Three, the primary goal of these 

interviews was to explore how the KM systems, which are the research intervention, changed, 

fixed, or addressed ERM issues discussed in the first phase. The researcher developed an 

instrument to guide the interview process, which was designed based on the research framework. 

It was also based on the Jennex and Olfman  (2004) KMS Success Model, and primary findings 

from the first two stages.  The instrument was divided into four parts as described in the next 

subsection (see Appendix 2). 

CGU interviews: 
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The interviews included 12 participants who are members of five out of eight risk areas 

within CGU’s risk register.  The criteria to choose the participants for this phase were as follow:   

- They were part of the ERM process before the KM intervention.    

- They owned more than one risk under the risk areas that were part of the intervention phase.     

- They had access to the systems.  

- They received training and support to use and understand the system.  

- They were given time to use the system, update their risks and comments, and evaluate other 

risks within their areas before the interview.  

- They agreed to be part of the interview process.   

The following section presents selected responses received from the participants, to demonstrate 

the overall feedback and evaluation.     

  

1. General feedback:  

What benefits did you expect to see and experience as a result of using the Risk Wizard 

system? 

I expected to obtain the tool that provides a systematic approach to tracking, monitoring 
and reporting on the risk that threatens the university’s different departments.  
 
I thought the system would provide a list of risks, and I expected the system to allow some 
reporting. However, I did not know how it would function.  I knew that the system would 
have some visualization ability like heat maps because we used to do that in Excel.  I also 
expected that it would allow us to store all the risk information where we could access 
and see how they changed all the time.  

 
I expected a system that would help us make the process more regular, easier and 
timesaving. I hoped to have a tool that would help us avoid scheduling meetings with the 
ERM team to report and discuss risks. I wanted to be allowed to go back and quickly edit 
the part that I wanted.    
 
From what you had explained to me in our first meeting, I expected the system to 
decentralize the ERM process as compared to the centralized approach. I assumed that 
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we would maintain our own risk and we would have the ability to create our risks lists, 
monitor them and update our policy, and identify the areas where risks are occurring and 
how to deal with the risks.   
 

As you become involved in the KM system, did you discover other reasons for using the 

system that you did not initially anticipate? 

I knew from the theoretical standpoint that the system was going to help us perform ERM 
processes electronically. However, I was surprised at how powerful it was in helping us 
track the risks’ historical data. I was impressed by the ease and flexibility that this system 
was offering.     
 
The system was straightforward and easy to use. The menu was really simple. I liked the 
fact that I could filter the risk register and the risks list according to the information I 
needed.   I liked the way I could see the different categories and the color-coding to 
recognize the risk priorities and levels. I liked how the system allowed us to access the 
risks related to other departments where we could be able to help. 
 
I was really pleased to be able to track my own risks, which falls under my responsibility.   
The system allowed me to go and edit the information to make sure that it reflects the 
reality and represents my experience.   Additionally, I liked the fact that the system 
allowed me to see the risks that other people have.  I was able to identify the common 
issues, and the common treatments plan that cross-function between their risks and my 
risks.    
 
I was not expecting the transparency that this system facilitated.  I was regularly able to 
review and access my whole department's risk information.  I think the decentralization 
approach to conducting the risks assessment through the system provides a faster and a 
more efficient process. When the management requested me to identify and review risks 
through the system, I was surprised how convinced and assured I felt.   
 
I did not know how to approach it, because we are learning as we use it. Actually, I got 
more than what I expected after I used it.  

 

2. System quality:  

What did you like and did not like about the tool?   

I liked how the system worked as a comprehensive resource that put all of the university 
risks on a shared platform that it provides in relation to information from different 
individuals.  I liked the up-to-date risks communication. The tool helped us start 
collaborative plans regarding risks and edit our work description to include the risks 
associated with our positions. The negative side of the system was that the application 
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was so intense and can be overwhelming. I think we will need time and more training to 
get used to everything related to it.   
 
I liked the transparency and decentralization where you can focus on the top risks 
associated with the different areas. The system is very accessible and provides a 
convenient way to explore multiple angles of every problem.  I like the charts that give 
you more data, and you can analyze by yourself. I like that you are available to look at 
the information over time. The only negative thing that I can think of is how difficult it is 
to follow and remember the ways to navigate the information, maybe because it is still 
new.   
 
It was easy to use. I liked it in general. The system was easy to navigate.   However, I did 
not understand all information on the system and I did not like that I had access to the 
risks that are not related to me.  I think it is confusing and unnecessarily.   
 
It is easy to use. I like having the ability to add myself to the risks I can contribute to 
them own or update the risks I own.  I like the easy access to the information that this tool 
is providing.  However, I dislike extensive information and features that I may not need.  
 
When first you trained me how to use it, I thought it is really simple, but next day when I 
wanted to use it alone, I felt overwhelmed and confused.  I think I will need time.  I did 
not understand some parts of the tool.      
 
I did not like how there are layers within layers, and the user needs to expand these levels 
before viewing the risks information.   I would like the first interface to show my risks 
only. I like the colors and design.    I like the filter feature where I can navigate the 
information related to multiple people, departments, and areas according to what I need.    

 

From an efficiency perspective: What is your evaluation of the use of the systems to 

conduct ERM activities compared to the previous human interaction?    

We used to have full-time staff members that have to interview people, transcribe the 
notes of the meetings and then create Excel sheets that represent the information. The 
process was using 75% of their time and work efforts. The process was slow and 
problematic. This system allowed us to eliminate almost a complete staff person. Now we 
can request everyone through the system to update their risks and then have the executive 
team review the updated risks for any needed actions. The new system allowed us to 
conduct a comprehensive risks assessment round in no time. We are now capable of 
saving time and reducing the resources needed to perform the process.  If there is a need 
for personal communication, then the human interaction will be present.    
 
The use of this tool is convenient and efficient.  If there is a risk in my office, I will 
immediately communicate about it, and everyone will be informed about it and can 
contribute to the necessary changes.  



www.manaraa.com

�//�

�

 
The former system relied on one person and no one felt any sense of ownership over the 
risks they possessed. This system empowers the sense of responsibility over risks and 
encourages the mitigating actions. That the system, as well, improved communication 
between different offices in the same risks area is commendable. 
 
The system gives us the full picture of our status and the statuses of the offices where we 
can help. The previous process was too confidential and felt like dealing with risks is a 
role of someone else.      
 
I think the information that we have with this tool will lead us to a better direction and 
hold us accountable.  Now, we can track better and can see the history of any action that 
has been taken. Anyone around us can track the change that we make to support us or to 
get our help in dealing with similar issues.      
 
This system, in general, is more efficient than the previous process.  I am now 
accountable about everything I included in my risk register. The shared ownership over 
risks encouraged us to contribute to the process and made sure that our register reflects 
the reality and is very comprehensive.    
 
Additionally, if someone from the ERM team forgets to write down the information 
discussed in the interviews, the knowledge will be lost. I think keeping the risks 
knowledge in a shared database helped us maintain the knowledge and make it available 
for us continuously as a reference to what we need to fix and how we do it.   

 
 

3. Knowledge quality:  

Knowledge storage: How do you think your ability to access the organization risk 

knowledge and historical changes reformed your experience and involvement in ERM?  

Individuals come and go in every institution and keeping this knowledge in an accessible 
environment will maintain constant awareness of the risks and mitigating needs.   
 
The information access allows me to have a holistic view, at the top level of all different 
risk surrounding my work environment. As an administrator, I often request access to the 
risks information in the Excel sheets. I see the transcription of the interviews but the 
information is not actionable to me, not categorized and I do not know how to use it. 
However, the access provided by this tool allows me to realize the enterprise view of risks 
and see the different categories to find what I need immediately.  I can pick the top risks 
and prioritize the mitigating efforts for the year.  
 
The access allows us as an institution to maintain a stable ERM process. When people 
leave the institution, the new people will immediately become aware of the existing risks 
and the previous efforts.   
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The access enables us to know what everybody else is doing compared to the view of our 
individual perspective. Now we do not have to ask anyone what is going on as the 
information becomes readily available and accessible.  Access to information is the key 
for collaborated achievements.   

 
The access encourages us to start conversations about risks with each other that we 
never had before. The access to risk information educates us about the global ERM and 
establishes cooperate mitigating efforts.    
 

Knowledge sharing: How do you think your ability to share your risk knowledge 

personally changed your perspective of ERM process?   

 
My ability to change my risk register and share my updates is essential and more efficient. In 
the past, I would have to talk to ERM staff if I have an update and my updates usually are not 
consistent as I am not aware of the recorded historical information.  My experience with 
ERM is entirely different after the tool.     

 
The ability to share risks and access other people’s risks is a great practice that keeps me 
and others accountable.  It keeps us updated and aware of where we are and what we 
already did.  
 
Knowledge sharing changes my perspective in several ways. It makes me appreciate other 
people’s experiences about their risks.     

 
I have the habit of trying to find what is going on and where we can improve. The access 
provided by the tool facilitated that and enabled us to act quickly.       
 
I think the access to risks knowledge is keeping us more alert to monitor changes.  We are 
now more aware of the monitoring needs, and we can answer questions about risks that we 
did not know before. We started to prioritize risks and plan and strategize about how to 
handle ERM exercises under our care.    

 
The current knowledge sharing activities enables us to empower our efforts to overcome the 
existing issues.   For example, the notification system will allow me to be aware of the 
change in the risks value immediately. I am able to communicate about the reasons that led 
to this change and maybe fix them straightaway.  We are now able to react quickly.  The 
system will also allow us to identify patterns throughout the whole university and identify 
risks that we will never recognize individually or warn us about the areas that we need to 
look at. 
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4. Service quality: 

In your opinion, how effective do you think the Risk Wizard system has been in: 

- Encouraging ERM members to engage in higher-level thinking about risks?   

- Enabling collaborative risk mitigating?   

The tool enabled all the risk owners, even the ones at the bottom level, to recognize and 
understand the enterprise point of view of risks.  Their future risks assessments will fit 
more with the organization’s overall risk profile.  The people will start thinking more 
strategically.   On the other hand, the tool enabled the executive team to understand the 
specific concerns of each department. Someone from the local level might believe that 
something is very risky. But if they looked at it from the enterprise level and compared it 
against the other concerns within the university or the department, the evaluation of 
those risks’ urgency might differ.   The system helps us to think more strategically about 
risks.   
 
The tool is leading to collaboration efforts in ways that we did not anticipate.   There are 
a number of internal department meetings and committees that were formed to discuss 
risks and group themselves to plan for mitigation. I believe that this happened because 
people now have more data than they had before.   
 
In the executive team level, the tool led to collaboration efforts.  We started to see the 
risks that different departments go through.  A risk might be owned by one area but it 
might lead to other risks within a different area. I think this directed us to more 
conversations than what we had before. Initially, what we were doing was just a report. 
Now we have a clear collaboration process.    
 
The turnaround in our department after using the tool was very quick.  It took us two 
weeks of access to each other’s risk registers before we requested a meeting to discuss 
the risks issues collaboratively. We used the meeting to rearrange the risks ownerships 
and share the risks among us. We reevaluated the risks and prioritized them from a 
higher overview. The meeting helped me understand the different view of every risk 
coming from every one of my colleagues.  We usually talk about risks, but now we are 
collaboratively planning and acting on them.    
 
The tool helped us identify a priority as a department.  We then discussed how often we 
need to reevaluate or review every risk.  The decision was a group decision, and 
everyone will thus be held accountable for it.  The plan is to set a fixed agenda for Risk 
Wizard activities and to deal with these risks as a department.  The tool will start to 
incorporate our regular yearly business processes.  The tool itself will become a new 
area in our job description.  We started to switch gears concerning the university culture. 
 
I think it is a very useful tool that allows me to think beyond my own office and to think 
how other offices are cooperating in their responsibility, how they are working on certain 
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strategies and how they are trying to protect from any source of risk. You do not have to 
be there to see all their experience and use their knowledge. However, this tool allows 
everyone to have access to their knowledge.  

 

5. Transparency and risks ownership:  

How have transparency and access to other people’s risks changed your experience and 

involvement in ERM?   

I am big believer of transparency and I think we will get more transparency in the future.  
Risks are almost always crossing different departments.  There is no way to deal with 
them individually. Every department owns a piece of every risk.   Transparency is the 
only way to solve the critical issues with the ERM process.  We should all be mitigating 
all the university risks and not only the risks assigned to us. For example, everybody 
should be a recruiter and an advocate for the students and not only the student affairs 
personal. As an individual, the more information I am given, the more I will act as an 
advocate of the whole university and not just an advocate of my department.   
 
Transparency within departments enabled the different individuals within this risks area 
to work together in the team.  The actions are in regard to risks owned by the groups, not 
the individuals.    
 
Transparency fosters and approaches solutions across fields and departments. Openness 
made us less defensive of the problems under our areas. Initially, I feared to report some 
of the risks thinking that it would look like I am not doing my job.  The access to risks 
knowledge educated my colleagues and I about the purpose of the process, which is to 
work to mitigate risks collaboratively.  My awareness of the risks associated with other 
individuals and departments reduced my insanity over risks sharing.      
 
It has been a short period since we started using the tool. Therefore, giving you a 
practical reflection about transparency will be difficult.  However, I think transparency is 
critical, when it is necessary to be effective. After reviewing the student affairs risks with 
my team, I became more encouraged to request for any number of my employees to 
access the academic affairs risks related to our work.  I think access and transparency 
will help us to solve multiple issues together and to use the efforts of other people 
towards solving out problems.   

 

How has risk ownership changed your experience and involvement in ERM?   

The more we give ownership, the more we feel responsible.  The fact that I possess some 
risks in the risk register made me want to do more things about it.  I am, therefore, 
encouraged to report more risks information, think of more creative and effective risk 
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mitigation plans or at least elevate it to the people who can do something about it.  
Ownership is empowering us and making us feel that people are aware of our efforts.    

 
When you give ownership to the people, then they feel more responsible. In the past, if 
people noticed something risky, they did not report or try to fix it. But when they are the 
owners and see that risk, they will try to report it and fix it. If you are the owner, you will 
be judged about what you are doing. As a result, you will try to elevate it. Ownership 
makes the people feel better in their job, because they own the act and it gives the people 
the power to do better. 
 
Ownership gave me the feeling that I am not the one that has to solve the risk but I am a 
lead person to own the risk and maintain the status of the risk. The point of contact is the 
main point of ownership. Ownership made me feel encouraged to keep asking about the 
mitigating progress, which stimulated the involved parties to try to make progress about 
the risk.  
 
I think the ownership of the risk makes us involved, be more accountable and engage us 
more in the process. Initially, we just had to report the risk status. This was if somebody 
asked about it and we did not know whether they wanted us to do something about it or 
not. Risks ownership made us feel like we needed to do something about the risks and 
make a difference and motivated me personally to keep an eye on my risks.  

 

TCCS interviews: 

The interviews included three participants who are members of the ERM committee.   

The criteria to choose the participants for this phase were as follows:    

- They were interviewed in the first stage of the research.   

- They have been part of the ERM committee for a long time.    

- They were given access to the system. 

- They were trained about the system.    

- They updated and worked on the risk register within their areas.  

- They attended one of the committee meetings after the implementation of the system. 

1. General feedback:  

What benefits did you expect to see and experience as a result of using the Risk Wizard 

system? 



www.manaraa.com

�/-�

�

I hoped that the system would help us streamline the process and help us coordinate 
ERM activities.   I hoped that the system would ease the administrative part of the ERM 
process and reduce the resources and the time needed to coordinate and collect 
information.   

 
I was anticipating that we would have a tool that would allow us to organize and store 
the information gained from ERM. I thought that the system would facilitate our ability to 
track historical changes in risks. 

 

As you became involved in the KM system, did you discover other reasons for using the 

system that you did not initially anticipate? 

I did not know that the tool would provide a historical analysis of the risks that the 
information shared. It is impressive that the tool is now allowing us to capture our 
developing thought process surrounding the risks.   

 
I think that there is a lot of assistance in terms of taking the process to the risks treatment 
and planning spectrum.  I was surprised at how the system helped us in keeping track of 
our data and keeping our data accurate and consistent.  I have been pleased with how 
this tool is helping us acquire clean historical tracking of data. In the past, this process 
was complicated and a one-man job.   

 

2. System quality  

From an efficiency perspective: What is your evaluation of the use of the system to conduct 

ERM activities compared to the previous human interaction?    

The tool made ERM activities more efficient. The data is shared among the risks owners 
and many people are contributing to the input process. Many people are now 
contributing to the reviewing process and multiple people own every risk.  Even from an 
administrative and organization perspective, the information is kept categorized. In the 
past, everything was done manually, where the member responsible for capturing the 
data took the raw data out of the meetings’ open discussion and transformed it into Excel 
sheets. This process was complicated, with a large room for mistakes.  Previously, there 
were a lot of overhead costs on the administrative members to maintain the different 
aspects of the process and ensure accuracy.  Presently, we identify and evaluate risks 
systematically, and the technology does the job for us. In addition, the use of this tool 
helped us as a committee to cover more risk areas at every meeting than what we could 
do previously.  The members now come to the meeting aware of the risks and a number of 
tasks are accomplished in advance outside the meetings.  
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Here in TCCS, we believe in human interaction to conduct the process, and I think that 
the tool works ideally with that.  Actually, the tool helps us to have more of the active 
interaction and enriches the conversations during the meetings. The members and the 
administration give more attention to the process and have a deeper understanding of the 
issues and the plans.  The tool has facilitated the flow of the meeting discussion.    

 
I am part of the administration team, and my attention usually goes towards capturing 
the information coming from the members’ discussions, making sure that we cover the 
areas we planned to discuss. It also includes maintaining the complex Excel sheets and 
the historical flow of every risk.  The system will help us to sustain the ERM program 
while lowering the resources, efforts, and cost. Presently, we are sending an individual 
assignment to every risk owner.  The tool helps us to be more efficient in terms of time.  
The system also creates a baseline for all the risks that we have already evaluated so 
going back and reevaluating depends on the need of the specific risks to become more 
possible than before.  The system has notification systems and a built-in email system 
where the communication among TCCS regarding risks is elevated and empowered.  
Though we believe in transparency and we cannot implement a real transparency 
environment, the system in itself facilitates transparency.     

 

Knowledge storage: How do you think your ability to access the organization risk 

knowledge and risks historical changes reformed your experience and involvement in 

ERM?   

Access was previously complicated, as we did not have a centralized area where all the 
information existed.  Committee members need to know what layer of the data they need. 
Even accessing the accuracy sheet that they want was difficult.  We now have a centralized 
area where everyone can obtain the risks knowledge whenever they want.  The tool helped us 
deliver the risks to all parties.  Additionally, the ease of access allows us to use the risk 
knowledge and utilize it to the benefit of the organization and departments.     

 
The system enabled us to have all the risk information in one place and facilitate the search 
for any information that we need to perform the RM tasks or even our regular operations.  I 
will give you an example. As you know we lost several people on the ERM committee.  When 
the new people join the committee, they will have access to the well-organized risks 
knowledge in their area, the best practices, and the progress of the process.  The access will 
help them to configure the structure of ERM activities at TCCS quickly.  It is easier for them 
to pick up the needed experience and efficiently participate in the process.   

 
One of the difficulties that we faced is the different definition of some risks or the various 
evaluations of the risks. The system allowed us to capture these different opinions and enable 
the member to access it and communicate with it which brought us to a far more unified 
process.  
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Knowledge sharing: How do you think your ability to share your risk knowledge 

personally changed your perspective of ERM?   

Moving from the isolated environment to a sharing environment helped us as a committee 
to enrich the sense of agency among the members, and we achieved product review of the 
areas of the risks assessment.  The risk register now contains information that I invested 
time to share individually, and I transferred my interpretation of the risks from my 
perspective. Thus, the other departments did the same.  As a result, our risk register 
contained broader and comprehensive inputs.  

 
Indeed, the system helped us to overcome some of the communication and collaboration 
issues. Everyone has access to the system, and everyone directly or indirectly can seek 
other people’s support.    

 
The whole concept of ERM is sometimes difficult to understand.  Some people feel 
frustrated with the meeting especially when we are covering issues that are away from 
their areas.  I think the ability to share through the system helped them share their 
thoughts and created a sense of urgency. It also advanced their understanding of the 
process.  The members started to see the whole picture and their continuous value to the 
process.   I think we are following the right track here.  

 

Knowledge use: How do you think the risk knowledge sharing helped in risk identification, 

analysis, and risk mitigation?      

I think dividing the risk information sharing tasks among the members helped us focus 
more on discussing the mitigating plans, prioritize the risks, invest time on strategic 
discussion compared to earlier on when the meeting focused on identifying and collecting 
risks information.   The meetings were overwhelmed with risk assessments more than 
anything else.  The tool facilitated our efforts to move to the next step.  

 
I think that by just knowing that all types of resources are available in front of everyone 
to share and use helped to improve the practical part of ERM.  Previously, we were very 
dependent on the meeting time, where the meeting agenda was full of all types of 
activities.  We evaluated ERM programs, identified risks, discussed mitigating options, 
reviewed the risks in urgent need for review, discussed concerns from different 
departments, and many other tasks.  The use of KMS to collaboratively share risks 
information and update before and after the meetings reduced the level of pressure on the 
meeting time and allowed us to use it effectively, where the face-to-face communication 
was needed.    
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4. Service quality: 

In what way(s) do you think your new connections with people or organizations made 

through the Risk Wizard have benefitted individuals, organizations? 

The use of the tool pushed us to identify the different connection between the risks and the 
different departments in the committee. We were encouraged to assign the threats to 
various departments and owners. The use of the tool helped us identify the different 
connection between departments, and we even identified the role of everyone in the 
development of the ERM process, treatment plans, and other related tasks. The access to 
the risks information that this tool facilitates helped us brainstorm more and pay 
attention to more issues that the committee members did not engage previously.   
 
I do not have a definite answer to that.  The system helped us in organizing the KM 
efforts that we were trying to perform manually.  The KMS facilitated our efforts to 
empower different ERM activities.  Now we have an active and direct connection among 
us as a team and between the top management at TCCS and us.    

 
 

In your opinion, how effective do you think the Risk Wizard system has been in: 

- Encouraging ERM members to engage in higher-level thinking about risks?   

- Enabling collaborative risk mitigating?   

I think the risk sharing and the transparent access to the risks knowledge opened up more 
discussion about the risks and involved more people in the process. As I discussed 
earlier, the tool worked as a facilitator of the ERM activities and increased the sense of 
ownership over the process. This made the discussion go more in-depth and include 
deeper evaluating and planning for risks.     

 
The tools activated collaborative efforts even outside the meetings and helped to keep the 
thinking and planning active and alive beyond the meeting. The tool allows everyone to 
be exposed to what others know and the people become more committed to what they 
know.  The ultimate goal of this process is to mitigate risks, and collective efforts are the 
key to that.  

 
 
 
 
5. Transparency:  

How has transparency and access to other people’s risks changed your experience and 
involvement in ERM?   
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Transparency is a critical component to the success of the ERM process.  Transparency 
enabled collaboration. Transparency was an educational opportunity for everyone 
involved in the process and brought more awareness of the issues. 

 
When we launched the tool and everyone started accessing and viewing the data, some 
members were confused with some of the risks, especially the ones far from their 
experience. They started asking more questions to clarify and explore the issue. In the 
process, they wasted some of the meeting time with unwanted discussion. However, the 
confusion started to decrease in the following meetings as the members became more 
aware of the risks.      

 
 
4.4.5. Reflections and Learning Outcomes: 

The main goal of this stage in the action research methodology is to discuss the findings 

from the evaluation stage and specify the learning from the overall previous stages.    

4.4.5.1 Reflections on goals achievement 

The feedback received from the respondents showed that the system has effects on the 

three main issues identified in both organizations.  The analysis also showed that the system 

could support the three elements of the ERM process that this research is investigating. Table 

4.11 and 4.12 summarizes the action research reflections. 

Table 4.  11 Summary of CGU Reflections 

Issues Intervention Goals Evaluation of Goals Achievement 

 
Communication   

 

 
1. Enable semitransparency and 

provide ongoing access to in-
relation risk information. 

 
2. Improve communicating about 

risks and risk mitigating plans at 
two levels:   
- Among the risk owners 

within every individual 
department or risk area.   

- Between risk owners and 
CGU's top management.   
 

The system achieved a high level of efficacy in terms of 
providing up-to-date risks communication and access to 
the assigned users. 

The system helped CGU’s risk owners communicate and 
identify the common issues and the common treatment 
plan that crosses functions between their risks.     

The evaluation showed improvement in unifying the 
risks perspectives and the future risk assessments will fit 
more and more with the organization’s overall risk 
profile.   
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Collaboration 

 

 
1. Enable collaborative risk 

assessment.  
2. Enable collaborative risk 

mitigation.  
3. Improve the sense of agency and 

ownership over the risks. 
4. Promote risk-sharing culture 

(reduce anxiety over sharing risk 
information).  

The system activated collaborative strategies regarding 
risks where a number of departments formed internal 
meetings to discuss risks and come together to plan for 
ERM activities and risk mitigation. 

The access given by the system encouraged CGU 
individuals to start conversations about risks with each 
other that they never had before. 

This system empowers the sense of responsibility for 
risks and encouraged the mitigating actions.   The shared 
ownership over risks encourages the employee's 
accountability to contributes in the process. 

 
ERM process   

-  

 
1. Provide ongoing access to risk 

information. 
2. Enhance the efficiency of ERM 

activities concerning the time-
consuming issues and slow 
progress.  

3. Enable and automate the risk 
monitoring activities. 

4. Encourage voluntary risk 
assessments. 

5. Promotes risk sharing culture. 
6. Solve the issues with risk content 

and perspective.    
 

The KMS provides a convenient way to track the risk 
historical data to explore multiple angles of every 
problem. 

The access to risk information enabled the monitoring 
activities as it kept the risk owners more alarmed to 
monitor changes.   

The new system allowed CGU to conduct a 
comprehensive risk assessment round in a short time. 
They were capable of saving time and reducing the 
resources needed to perform the process. 

The information access allowed individuals to have a 
holistic view of the risks at the top level of all the 
different risks surrounding their work environment.  
Thus, many problems surrounding the RM culture 
started to dissolve.  

 
 

Table 4.  12 Summary of TCCS Reflections 
Client issues Intervention Goals  Evaluation of goals achievement 

 
Communication 

 
 

 
1. Enable semitransparency and 

provide ongoing access to in-
relation risk information. 

 
2. Improve communications at three 

levels: 
- Communication within the 

committee.  
- Communication with the top 

management about the risk 
priorities, and mitigation plans 
and actions.  

- Communication between the 
ERM committee and the 
employee’s inrelation to risks 
within every department.       

 
There is an overall satisfaction in regard to how the tool 
is helping TCCS acquire clean and simple historical 
tracking of the data.  
 
The tool assesses TCCS in obtaining a centralized area 
where everyone can find the risk knowledge whenever 
they wanted.  This encouraged the members to access 
risk information more often.   
 
The major improvement that was captured is the 
communication among the committee members. The 
other communication channels were not activated 
formally.  However, the estimates indicate that the tool 
will facilitate this type of communication significantly.   
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Collaboration 
 
 

 
1. Increase the sense of agency over 

risks among the committee 
members.   

2. Increase the involvement of risk 
owners outside the committee 
members.   

3. Increase collaboration efforts 
inregard to risk evaluation and 
mitigation outside the physical 
committee meeting.   

 
The committee members agreed that the use of the 
system reduced the level of pressure on the meeting time 
and provided assistance to shift the ERM focus to the 
risk treatment and planning spectrum.   
 
The members and the administration both gave more 
attention and effort to the process.  
 
The use of the tool helped identify the different 
connections between departments, and even re-identify 
their role in terms of risks.  
 
The tool allows everyone to be exposed to what others 
know and who knows what, and as such the people 
become more committed to what they know.  The 
ultimate goal of this process is to mitigate risks, and 
collective efforts are the key to that. 

ERM process   
 

 
1. Establish automated monitoring 

activities. 
2. Improve the routine risk 

assessment activities outside the 
committee meetings.   

3. Advance the ERM administrative 
process as follows:  
- Improve the organizing and 

tracking of all the risk 
knowledge.  

- Maintain the consistency 
process regarding 
technology use and risk 
register formatting.  

- Reduce the complexity and 
time spent to perform all 
aspects of the ERM process.  
   

 
From an administrative and organizing perspective, the 
information is kept classified. 
 
The system helped TCCS identify and evaluate part of 
the process systematically, which helped TCCS to 
sustain the ERM program while lowering the recourses, 
efforts, and cost. 
 
The committee members indicated that the use of the 
KMS helped them as a committee to cover more risk 
areas at every meeting than what they did previously. 
 
 

 

4.2.5.2. Project learning outcomes:   

(1) Knowledge Management System Implications:   

According to Alavi and Leidner’s (2001) framework, a well-designed KM system can 

serve organizations’ efforts to deal with critical operational issues and dynamic environmental 

needs. They argue that IT plays a major role in elevating the management of organizational 

knowledge. KMS must be designed to improve knowledge creation, storage/retrieval, transfer, 

and application processes.  They examined the effect of KMS from several perspectives. Table 
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4.13 summarizes the evaluation of the research intervention from Alavi and Leidner’s (2001) 

perspective of the value and the role of knowledge. Table 4.13 reviews the reflections from the 

observation and interview-based evaluation.   

Table 4.13 Evaluation of KMS Implications on ERM (Alavi&Leidner,2001) 

Views Explanation Implications of the system for 
the ERM process at CGU 

Implications of the system 
for the ERM process at 

TCCS 
Knowledge as a 
state of mind  

Knowledge is the 
state of knowing 
and understanding. 
 

The evaluation showed that 
KMS grew the individuals’ 
knowledge about risks and 
helped them use the knowledge 
to participate more in the ERM 
process and mitigating the risks.   

The KMS allowed the 
committee members to 
understand the value of their 
machine outside the meetings 
and facilitate their 
participation in more 
activities.     

Knowledge as 
an object 

Knowledge is 
objected to being 
stored and 
manipulated. 
 

The KMS helped CGU 
implement the semi-
transparency approach and 
create categorized risk registers 
to store the risk information 
coming from every individual 
risk area.   

The evaluation showed that 
the main value of the KMS is 
how it facilitated and eased 
the risks information storing 
and categorizing.  

Knowledge as 
process 
 

Knowledge is a 
process of applying 
expertise.    

The participants agreed that the 
system linked them to a 
different source of risk 
information and helped them 
participate, share, and utilize the 
information to establish 
collaborative practices.   

The evaluation showed that 
the system linked the ERM 
process that is happening 
within the meetings to KM 
activities outside them.  The 
system enhanced the 
knowledge flow and boosted 
collaborative risk assessments 
and risk planning.   

 
Knowledge as a 
condition of 
having access to 
information 

 
Organizational 
knowledge must be 
organized. 
 

The system not only facilitates 
the access to risk information 
but also allows CGU to 
categorize and filtrate access 
authorization. The system 
facilitates the in-relation 
individuals’ access and retrieval 
of content. 

One of the main motives to 
use the tool for TCCS is to 
facilitate the access to risk 
information and searchability. 
The system left huge 
overhead to organize and 
access the risks’ historical 
information.      

Knowledge  as 
capability 

Knowledge is the 
potential to 
influence action. 
 
 

The observation of the KMS 
implications on the 
organizational actions showed 
that access to knowledge 
activated and influenced a 
number of collaborative 
activities. For example, at least 
three committee meetings were 
formed to perform and organize 
ERM activities and plan for 
mitigating risks that did not 
exist before the tool.    

The evaluation showed that it 
is too early to judge the 
contribution of the tool to this 
role of knowledge.  There are 
some expectations and 
assumptions, however, this 
role was not captured during 
the study period.    
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 (2) Practical Implications for CGU:   

The evaluation showed that the KMS that was implemented in the study impacted all 

three elements of the ERM process. The KMS can improve risk assessments, risk monitoring, 

and communication and consultation about risks.     

Improving the ERM process:   

The KMS transformed CGU’s ERM process and changed it from a very centralized 

process to a collaborative and decentralized process.  However, CGU’s transformation was not 

simple or direct.  There are many considerations and customized practices that CGU needed to 

benefit from the KMS.  There are two major aspects of the ERM process that were performed 

through the system, risk assessment, and risk monitoring.     

The ERM team, through face-to-face interaction, performed the previous risk assessments 

confidentially. The research evaluation showed that the confidential approach to ERM is what 

was damaging the risk assessment progress and outcomes.  The tool introduced a different type 

of risk assessment practice that makes the risks owners the significant players in the process and 

introduced transparency. The risk information is now available to all individuals.  The system is 

web-enabled, and the information can be accessed from any location at all times.  The following 

points discuss how the KMS can maintain optimum performance for the risk assessments at 

CGU:   

• The evaluation showed that KM practices through face-to-face communication are essential 

for using risk assessments, especially in the initial assessment phase.  The web-based KM 

system could be employed to perform risk assessment activities after establishing a shared 

culture, building trust in the ERM process, and gaining a general understanding of risk 

management. Before enabling the technology-based risk assessments through the KMS, CGU 
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risk owners need to understand the expectations from the process, classify their roles, and 

identify and own a number of risks. Individuals need a database or some kind of 

organizational memory associated with their role to help them identify risks. 

• The major risk owners who were involved in the new risk assessments process recognized 

that the web-based KMS assists the overall quality of risk information. The system allows 

time for risk owners to thoughtfully think about risks and mitigate plans before sharing their 

reflections.  The risk-sharing enabled the risks owners to see other risks in related 

departments, which helped them to see other parts of their work that they did not pay 

attention to in the past.  The sharing led to more brainstorming and opened the possibility for 

new considerations.  

• The access to risk information reduced the level of fear and intimidation from sharing. The 

risk owners stated that they usually felt like the risk assessments process is about finding 

something wrong with their work.  The access provided by this system helped CGU 

personnel to understand the goal of the ERM process and reduced the resistance to share and 

participate.      

• The access to risk information minimized the issues with RM culture help the organization to 

strengthen the risk assessment appetite.  The risk owners stated that previously, they did not 

see results or any quantifying or qualifying information about even their own risks.   

• The access to the risks registry enhanced the sense of ownership over the risks where the risk 

owners felt more accountable about the risks and encouraged their participation in the 

process.      

Risk monitoring practices were absent in CGU before the implementation of the system.  The 

risk monitoring process required time and resources that were not available for the ERM team.  
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The system helped CGU to activate the risk monitoring practices by dividing the risk monitoring 

tasks and endorsed some decentralization that reduced process overheads and the RM team.  The 

system allowed both risk owners and ERM teams to keep track of the tasks related to risk 

monitoring and allowed them to navigate through what is missing and what was changing.  The 

evaluation showed that risk knowledge sharing, transferring and storing eased the risk 

monitoring for the risk owners and the RM team.  The system can make the monitoring more 

organized and allow the risk information to be stored with the historical changes that every risk 

has gone through.    

However, CGU top management emphasized the importance of supervising the technology-

based risk monitoring activities, as CGU’s risk management culture is still not mature enough.   

The top management and ERM team need to be cautious about giving the users the full freedom 

to edit and change the value of the already identified risks and become involved in validation of 

the risk information to maintain consistent outcomes.   

 
Improving communication and consultation:   

The system facilitated access to knowledge, mitigating plans and best practices of 

multiple individuals and departments.  It enhanced communication channels within CGU to self-

evaluate their own risk statuses and the success of their mitigating plans.  The system can 

facilitate top management involvement to provide a consultation suggestion about how to 

mitigate risks. The system showed a clear impact on enhancing the RM culture by empowering 

risk communication, which led to more participation in risk treatments and solutions. 

The system activated significant collaborative efforts among risk owners.  The access to 

other people’s risk information encourages the employee to claim shared ownership over risks 

and asks more questions about risks. The new lines of communication and the transparency 
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approach were the reasons behind the forming of a couple of risk committees to collaboratively 

assign risk ownership, agree on risk information and plan for mitigation.   In addition, the system 

allowed CGU’s top management to become more aware of the status of the departments in 

regard to risks, which increased the level of collaboration with ERM representatives to address 

ERM issues.        

The system inspired CGU to use its own resources to fix itself and overcome problems 

with the minimum efforts possible. The collaboration features enabled the ERM team to perform 

risk-monitoring activities for the first time and to conduct risk assessment rounds in less time.  

Many participants at CGU indicated that similar risks in higher education occur in totally 

different departments. The evaluation showed that the system motivates people to be part of the 

solution.  KMS helps in empowering the lines of communication and sharing of best practices 

from local levels so the organization can benefit from each other. 

(3) Practical Implications for TCCS:   

Improving the ERM process:   

The motive that led CGU to consider the employment of information technology as part 

of the ERM process is to facilitate the complexity of organizing the risk information coming out 

of the committee. Another motive was to reduce the overhead of the administrative members.  

The evaluation showed that TCCS’ experience with the system introduced other modifications 

and enhancements to the ERM process.  The following points discuss how the KMS can reform 

ERM at CGU.   

• The system provided a platform that assured a consistent process, reduced data integrity 

issues and allowed easy historical tracking of risks.  The ERM team used to manually take 
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the raw data out of the meetings’ open discussions and transformed it into Excel sheets. The 

system facilitated this process by allowing systematic identification and evaluation of risks.   

• The system enabled the member to come to the meeting with more knowledge about the risks 

and the tasks that were missing or accomplished.  That helped the committee cover more 

tasks than before and collaboratively provided more efficient risk assessments. The 

ownership provided by this tool also increased the sense of urgency regarding risks that led 

to in-depth outcomes.   

• The tool worked as a facilitator of the RM activities and increased the sense of ownership 

over the process, which made the discussion become in-depth and include deeper evaluating 

and planning for risks.     

• The system can help reduce the damage to TCCS’s ERM process expected as the result of the 

three resigned members.  The KMS will help new members to configure the structure of 

ERM activities at TCCS, understand the current statuses and efficiently participate in the 

process quickly by providing access to well-organized risks and best practices in their area.   

• The systems can help TCCS reduce the needed resources while sustaining the ERM program. 

The system gave TCCS alternative methods to collect risk data without going through 

meetings. TCCS needed to allocate assignments and tasks to the members in between 

meetings so that they can stay active in the risk assessment process at all times.  That can 

help TCCS invest more time during the meetings to discuss mitigations and strategic plans, 

instead of focusing on identifying and collecting risk information only.   

• The system helped TCCS to identify the various definitions of the same risks and their 

different evaluation approaches.  The access to the knowledge helped to integrate the 
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different opinions about the risks and eased the agreement on ERM risk outcomes within the 

meetings.    

• The system allowed TCCS to monitor the missing risk activities.  The use of the system can 

work in parallel to the committee meetings, where the members input the monitoring 

outcome through the system and use the meetings to confirm and review. 

 
Improving communication and consultation:   
 

One of the main effects of the use of the system is the enhanced communication about 

risks that led the members of the committee and the administration to have a deeper 

understanding of the issues and the plans from historical and comprehensive views.  The tool 

eased the flow of the meeting discussion and moved it from focusing only on gathering 

information about the risks of evaluating the mitigating plans and confirming risks statuses.  The 

system has enabled TCCS to identify patterns throughout the whole university.    

TCCS from the beginning believed in transparency. However, they could not implement 

it technically. The access to risk information was complicated and the members were not 

motived to do it.  The system facilitated transparency.  The tool provided easy access to the risk 

information, which led to the practical use and utilization of this information to the benefit of the 

organization and departments.  The evaluation showed that TCCS became more aware of the 

monitoring requirements and is able to achieve more efficient prioritization of risks and 

mitigation plans.  

In terms of collaborative efforts, the system exposed TCCS to what others know.  This 

activated collaborative efforts outside the meetings. The collaborative risk sharing before and 

after the meetings that this system eased reduced the pressure on the meeting time and allowed 

TCCS to infuse more risk monitoring and treatment discussions.    The system also allowed 
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TCCS to formally assign risks to the departments so that they could become more accountable 

and conscious of these risks beyond the meetings.  If something new came up in the system, it 

allowed immediate and real-time reporting compared to waiting for the committee meeting to 

report that information.  The system allowed the more efficient use of the resources through 

bettering communication, as members contributed more to identification and mitigation of the 

risks.  The tangible effect of that on the ERM process will require more time to be seen. 

However, the system definitely stimulated the RM culture within the TCCS departments.    

The system provided a remedy for the communication issues within the ERM committee 

and between the committee and both top and bottom levels of the TCCS structure. The whole 

organization can be aware now of TCCS issues and realistically benefit from the transparency 

approach.      
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CHAPTER FIVE:  CONCLUSION

5.1.  Challenges and Recommendations   

The project was guided by the action research methodology. Although the research 

followed the structure and the steps of the CAR method, there is a lot still to be done by TCCS 

and CGU to achieve optimum results from the KMS intervention and maximize the value of the 

system. TCCS and CGU still need to conduct on-going training, reconsidering the channels of 

communication and continuously assessing the ideal fit between the KMS and the ERM 

practices. 

The researcher is an international student in the United States and expects to return to 

Saudi Arabia after graduation. The researcher was hired to manage and conduct the ERM 

process at CGU in 2017, and she is still working for CGU. The researcher worked with TCCS’s 

risk management team as a consultant and observer, and her involvement with the ERM process 

came to an end upon completion of the research.  

The researcher is expected to keep working with CGU for another six months. Before 

leaving CGU, she will keep improving the process, covering the remaining departments and 

areas that still need attention, train all the involved risk owners on the KMS, and deliver a 

consistent process that is easily maintained.  Before she leaves, a key goal for the researcher is to 

train another staff member to supervise and maintain the ERM process through the KMS. 

However, there are some long-term challenges and recommendations that both TCCS and CGU 

need to consider. 

5.1.1. Challenges and Recommendations for CGU:   

U One of the challenges that faced the full implementation of the research is the resistance 

to conduct risk assessments through the KMS.  The risk owners tend to stale with the risk 
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assessment outcomes that the ERM team already assigned to them.  The researcher 

recommends that the university either mandate the risk assessment round through the 

system or conduct a face-to-face risk assessment round annually to capture the new 

emerging risks. 

U The risk owners were highly satisfied with the KMS. However, there is general confusion 

about how often they need to use the KMS and the desirable extent of their participation 

in the process. The ERM team, collaboratively with CGU’s top management, must 

develop a written protocol that guides the risk owners for effective system usage. The 

purpose of this document is to increase confidence in using the system. The protocol 

needs to be part of their job description.    

U From an ERM precision perspective, the evaluation showed that CGU is still not ready to 

pass complete control over the ERM process to the individual departments.  Although the 

KM practices through the system mostly benefited the productivity of the ERM process, 

there is a need for top management to validate the significant risk changes and risk 

identification. The researcher recommends assigning shared ownership to every risk 

between the actual risk owners and the management's representatives. 

U Although CGU’s ERM process was compatible with a semi-transparent approach to risk 

access, there is a need for continuous evaluation of the ideal transparency levels.  The 

perceived value from access to risk knowledge is highly dependent on the nature of the 

department or the risk owner roles. CGU should keep testing and reconsider the 

transparency need that is ideal for every individual position. 

U Another challenge that ERM at CGU is facing regarding the use of KMS is the balance 

between face-to-face communication and technology-based communication.  CGU needs 
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to continually use KMS practices like knowledge access and knowledge transfer in 

parallel with any communication approach. 

U CGU must focus on enhancing the RM culture and remind the people continuously about 

the value of risk assessments as CGU is still at a low RM culture maturity.  CGU needs to 

invest more in educating people about ERM values, goals, and objectives.  CGU needs to 

employ persuasion techniques and notification tools to remind and encourage the 

individuals to access the risk register more often and to participate in risk-sharing 

activities.  

U CGU must continuously evaluate the ERM progress and the effect of the system on the 

efficacy of the ERM practices.  According to the ISO 31000 standard, the endless 

customization of the ERM practices and framework is essential for the success of the 

process.  That applies to the execution of the KMS. 

5.1.2. Challenges and Recommendations for TCCS:    

U Although TCCS has a transparency approach to ERM, they are struggling to implement 

this approach practically.  In the past, transparency was not effectively implemented, as 

there was no shared access or centralized database in place.  Any access to the risk 

information needs to be requested from and processed by the ERM administrative team. 

The new system illuminated this obstacle.  However, TCCS did not establish formal 

channels of communication outside the committee members.  The system is used 

exclusively to serve the committee activities.  The researcher recommends granting 

access to the individuals outside the committee who deal and interact with risks. TCCS 

needs to allow information flow beyond the committee members and empower the 

individuals within departments to contribute to the process.     
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U Another challenge with the channels of communication is the top management 

involvement and continuous access to the process.  The communication with the top 

management is performed on an ad-hoc basis.   The KMS allows easy access to the risk 

information, which can be used to ensure continuous involvement of the top 

management.  The top management involvement showed positive results in the CGU case 

and is expected to do the same at TCCS. 

U TCCS' ERM team mainly uses the system as a shared and comprehensive risk register.  

They are struggling to use the system entirely as a KMS.  The KM practices through the 

system are believed to support the ERM activities. This is a significant point of 

improvement for TCCS. 

U The researcher believes that TCCS needs to work towards an attitude of decentralization 

and collaboration when dealing with risk assessments and risk monitoring.  The 

evaluation showed a positive effect of this attitude on the ERM process quality.  There 

are a number of committee members who are inactive beyond the meetings and think that 

ERM activities are the ERM team’s duty. They believe that their inputs within the 

meeting are sufficient.  The ERM team must assign more responsibilities over the risks to 

the committee members.  The use of KMS will reduce the overhead on the ERM 

administrative efforts, empower the RM culture, and promote the risk owners to be more 

committed to their risks.   

U TCCS is facing another challenge because of the resignation of three members of the 

committee.   The ERM team decided to put a hold on the ERM activities until they 

replace the missing members and restructure the committee.  The researcher recommends 

activating the use of KMS during that process. The team needs to keep sending 
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notifications and reminders to encourage the members to use the system.  This will keep 

the process active and help the risk management culture.  Additionally, the system access 

is expected to help the new members to be involved in the process rapidly.    

5.2. Contributions of the Research   

5.2.1. Contributions to CGU   

The researcher believes she improved and changed the ERM process within Claremont Graduate 

University. The Board of Trustees and CGU top management are very supportive of the results. 

They are planning to keep integrating the KMS with the ERM process.  This research has 

contributed to CGU in the following areas:   

- The research established a structure for CGU to find a balance between the face-to-face 

and KMS communication.  CGU is now using the resources needed to conduct face-to-

face communication more efficiently. 

- Before the research intervention, the ERM process consumed a lot of time and resources.  

The action research clearly reduced the time and resources required to perform the ERM 

activities.  The researcher restructured the risk owner’s list to include the directors, deans, 

and heads of the departments and used them as informers to reflect the risks under their 

area. The system was also employed to ensure that the whole university collaboratively 

performed the ERM tasks that used to be completed by the ERM team alone. The system 

reduced the time required to perform the risk assessments by offering a hybrid approach 

between face-to-face and technology-based communications. In addition, the KMS 

allowed CGU to complete the risk monitoring activities with minimum resources, which 

allowed CGU to perform regular risk monitoring for the first time. 



www.manaraa.com

�0-�

�

- The research transformed the ERM process from a fully confidential to a semi-

transparent process supported with a KM tool that permits continuous access to in-

relation risk knowledge.  For the first time, CGU now possesses a line of communication 

regarding risks.  The university as a whole is now aware of the university risk status and 

can communicate continuously about risks and risk treatments. 

- The shared risk register created an organizational memory for CGU. As this 

organizational memory is shared within the related departments, the employees can use 

this information in tasks and activities related to risks and employ this information in 

other operational aspects. 

- The system allowed employees to be aware of the current risks and risk treatments 

around them.  The KMS promoted risk accountability within departments and generated 

more action regarding risks in a short time. The KMS improved the risk management 

culture all over the university and made risk tasks everyone’s responsibility. 

- The system stimulated collaborative efforts because of the access to the departments’ risk 

register and the ownership that was given to employees. Some departments determined to 

form an internal committee or organize regular meetings to discuss subjects and issues 

related to the tool and ERM tasks. The meetings aimed to collaboratively agree on the 

risk ownership, risk evaluation, and the best mitigation plan.  These types of discussions 

did not formally or informally exist before the system. 

5.2.2. Contributions to TCCS:    

The ERM team at TCCS is very supportive of the improvements caused by the use of 

KMS.  They are planning to keep integrating the system with the ERM process and activities. 

The research contributed to TCCS’s ERM process in the following ways:   
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- The suggestions and plans resulting from the problem diagnosis stage changed the way 

TCCS was planning to implement the tool. TCCS was planning to use technology to 

provide a shared risk register and facilitate data entry and historical tracking of risks.  The 

research helped TCCS to integrate KM practices as part of the tool adoption and 

intervention.    

- The KMS intervention eased and facilitated the complicated, as well as time-consuming 

administrative and data entry tasks performed by the ERM team.  

- The system helped TCCS to build communication channels about risks. Currently, TCCS 

has improved communication within the ERM committee. They are interested in 

involving the top management and different departments and areas in the ERM process. 

The research helped TCCS to emphasize the importance of enabling the communication 

channels in parallel to risk assessments and monitoring.   

- The system helped TCCS to acquire a transparent ERM process.  Although TCCS 

believed in transparency and were open about sharing risk information with everyone, 

realistically they did not have any systematic process of risk sharing and obtaining risk 

knowledge.  The KMS enabled TCCS's transparency approach to produce a number of 

the anticipated benefits like establishing collaborative efforts and improving the risk 

culture. 

5.2.3. Contributions to Theory   

U This research contributes to knowledge in the field of KM by offering variables and 

practices that help further researchers to understand the integration between KM and 

ERM. The action research answered some of the missing questions within the theoretical 

background of how people, organizations, and technology should interact to support and 
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improve the risk management through the optimum use of risk knowledge.  The research 

contributes to RM theory by categorizing the KM variables and patterns that are related 

to ERM. The research helped to identify KMS strategies to balance between centralized 

and decentralized approaches in a practical setting (Maier & Hadrich, 2008) The concept 

of knowledge has been introduced as a solution to concerns of risk management 

(Marshall et al., 1996; Dickinson, 2001).  This research examined the claims and 

measured the level of effectiveness that utilizing KM systems might introduce to ERM.   

U The research based on Alavi and Leidner (2001) indicates that the ideas about the 

organizational structure were to see organizations as social collectives and knowledge 

systems.  The research helped to identify the strategies and perspectives to integrate the 

KM system into specific managerial operations like the ERM process. The research 

examined the dynamics and improvement of the ERM process when knowledge is seen 

as a process, an object, a state of mind, a capability, and an access to information.  

U The research studied the potential relationships between KM and RM concepts that have 

been studied independently. The literature review showed a weak view of KM supporting 

the ERM process, which was the primary motive to conduct action research that 

investigates the gap. The research showcased risk management as a solution to the lack of 

knowledge that explains the meaning, reasoning and effect of risks (Marshall et al., 

1996).   

U  The research tried to link the concepts of the possible relationships already discovered 

and confirm them within a practical setting. The action research looked at the KMS 

technology, and confirmed that people are important factors to understand the typical 

KMS implementation to serve and promote the ERM process (Edwards et al., 2005).   
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Some variables were discussed in general contexts like enhancing individual and group 

communication coordination and collaboration (Alavi & Leidner, 2001).   

U The research emphasized the importance of human interaction and human action in 

parallel with the use of KMS.  The analysis provides empirical results that defined the 

effect of KMS on enhancing human communication and collaboration beyond the system. 

The study builds on the efforts that support the value of technology for mitigating and 

managing risks. The alignment of technology with the known quality and management 

support was found as an essential component to maintaining successful KMS.  The 

research presented the patterns that teams and individuals tend to follow, and the 

development of working skills in RM practice as a response to the KMS intervention. 

The results showed that successful KMS implementation must be built around the human 

factor. 

U This study offers guidance concerning the areas of a KMS that are likely to contribute to 

the existing ERM process. In general, the technology showed a positive effect on the 

work environment and performance about risks.  This finding builds on the research 

efforts that connect KM practices and KMS to the increased levels of ownership over 

risks, which have been shown to have a significant impact on ERM outcomes and 

successes (Paape & Spekle, 2012). The current investigation showed that KM concepts 

like sharing best practices, case-based reasoning, benchmarking, knowledge owner 

mapping and cross-function issues emerged as factors that can increase the organization’s 

technology readability.  
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5.2.4. Foundation for Enterprise Risk Knowledge Management System   

The research contributes to the efforts that attempt to understand the dynamics between 

the KM and ERM processes. The research identified patterns and best practices of the KM 

process that are associated with risk assessments, risk monitoring and risk communication and 

consultations. The KM processes showed different influences and interactions with the various 

components of the ERM process. Knowledge transfer was one of the critical KM processes in 

terms of empowering risk assessment and monitoring.  Knowledge transfer provides a holistic 

view of risks across the organization that extends the efforts to enhance the understanding of the 

ERM implementation (Spies et al., 2005).  

As discussed before, risk assessment is a continuous process that involves three main 

phases: risk identification, analysis, and evaluation (Maguire, 2002). These three themes describe 

the relationship between the KM process and risk assessment activities.  The results of this study 

tie the risk assessment in general to a hybrid approach between human-based KM and the KMS. 

The balance between the two approaches depends on whether it is a voluntary, requested, initial 

or followed-up risk assessment.  

The results show that the ERM process in the early stages of implementation required 

more concentration on human-based risk identification, analysis, and evaluation techniques. 

Human interaction is expected to help the organization become more aware of the ERM goals, 

build trust in the ERM process, and define the baseline for the risk assessment process. As 

individuals within the organization become more aware of risk assessment practices and acquire 

risks that they know they own, the technology-based KM can play a more prominent role. The 

results show that the top-management supervision of the risk assessment conducted through the 
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KMS will decrease with the continuous use of the system. This is due to the increased level of 

awareness.  

Figure 5. 1   KM Processes and Risk Assessment  

The KMS is essential to the reduction of costs and resources needed to conduct the RA 

activities.  Thus, technology-based access to the risks register is essential for all identified 

themes and considered as the primary factor that improves the quality of risk assessments and 

transfers the risk assessment from a local level to an enterprise level.  The results confirm that 

continuous access to risks significantly enhances the RM culture and enables collaborative risks 

assessments.  Figure 5.1 illiterates this relationship.    
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The second ERM element examined in this research is risk monitoring.  The results show 

that there is a strong association between access to the organization risk register and the quality 

and existence of risk monitoring activities. They revealed that organizations are facing 

difficulties in performing risk monitoring through human-based communication, because risk 

monitoring practices demand a lot of time and resources.  Risk monitoring activities were 

correlated to all KM processes.  Moreover, in both organizations, the risk monitoring activities 

did not formally exist before enabling decentralized risk monitoring through the use of the KMS.   

The results demonstrate that KMS helped the organization to collaboratively evaluate the 

areas that need risk monitoring and used the already existing organizational resources. The 

exposure to organization's risk information equips the different risk owners, top management and 

other individuals with the skills to identify, analyze and control emerging risks while evaluating 

the already identified risks.  Transparency allowed them to recognize their local needs 

concerning risks.   KMS is seen as an essential practice that empowers the organizational ability 

to monitor risks at both department and enterprise levels. Figure 5.2 illustrates the relationship 

between KM and risk monitoring. 

Lastly, the results defined a secure connection between technology-based KM practices 

and communication and consultation capabilities.  Access to risk knowledge and enabling 

transparency opened different levels of communication channels both top-down and bottom-up.   

As suggested by Gjerdrum and Peter (2011), the KMS facilitated the identification of the 

appropriate internal and external risk stakeholders throughout the organization. The 

transparency, through KMS, increased the accountability of the risk stakeholders and permitted 

shared ownership for cross-functional risks. 
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Figure 5.2 KM Processes and Risk Monitoring 

The research identifies a direct connection between up-to-date access to the risks registry 

and organizational ability to communicate about risks.  These communication channels are 

opening consultation networks and enabling the organization to maximize the value of the 

existing resources to mitigate risks.   The results showed that KMS open communication and 

consultation channels ease top management involvement, and enhance internal and external 

collaboration.    

The results showcased a strong foundation to design a KM risk framework that guides 

universities and organizations with a similar structure through the integration of KM practices 



www.manaraa.com

����

�

into ERM implementation. However, additional active investigation is needed to further validate 

the research findings.       

5.3. Lessons from the Action Research   

As discussed in Chapter Three, there are different approaches to conduct action research.  

Action research is generally unpredictable in regards to completion and success.  However, the 

completion of this research was due to the full support from the CEOs at both organizations.  The 

researcher acquired full collaboration from TCCS's ERM team who provided access to all ERM 

activities and members. The researcher acted in a dual role of being both an organizational 

consultant and a researcher.  At CGU, the researcher is the principal member of the ERM 

process. She is the ERM assistant to the VP of Finance and Administration.  The researcher 

builds a secure connection with the leading individuals in ERM at both organizations. These 

facts led to the following: 

U The direct access to CGU's top management provided the researcher with more power to 

finish tasks, solve problems and get the participants’ attention.  In the CGU case, the 

resistance to participate in any of the research phases was solved by the VP of Finance and 

Administration’s intervention.  In TCCS, the appointment scheduling and the communication 

between the researcher and the ERM committee members were conducted through the Risks 

Manager and VP of Finance. 

U The life cycle of action research was easier and shorter because of the researcher’s direct 

involvement in the organization.  Action research is more stable and produces better results if 

the researcher is directly involved with the organization. The researcher’s involvement at 

CGU supported the research in acquiring more flexibility and ability to customize the 

intervention and get better results. 
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However, the same facts and the research role at both organizations led to several 

challenges: 

U The coordination between the researcher’s role and tasks at both organizations was very 

challenging.   

U The researcher found difficulties in trying to balance between the progress of the different 

research phases and the tasks associated with her position as an ERM assistant at CGU.  The 

researcher struggled to finish the research process on time. The accomplishment of many of 

the ERM tasks as part of her job was required in order to move forward with the research 

stages.      

U The researcher’s roles exposed her to various sources of information like meetings, 

documentation, endless discussions, interviews, risk assessments, and training sessions. The 

analysis of all this information was time-consuming and caused information overload. 

5.4. Lessons learned from conducting action research at two organizations: 

U Studying two different organizations allowed the researcher to examine the effect of the same 

KMS on unique ERM processes in terms of maturity level, size, and type of ERM practices. 

The researcher now has a better understanding of the dynamics between the research 

variables and how to integrate the KMS with the already existing ERM process. 

U The researcher was exposed to different conditions and situations that impact the ERM 

process; the research results examined how the KMS deals with them and becomes part of 

the solution.    

 

U  Action research is very dependent on the level of control to intervene on what the 

organization authorizes.  The researcher experienced two different levels of authorization in 
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this research.  At CGU, the researcher was able to establish full control in order to change 

and conduct the intervention, which allowed her to experiment with and customize the 

system according to the progress and the results.  However, the researcher’s involvement in 

TCCS’s intervention was limited, and the ERM team approvals and actions controlled her 

ability to enforce changes. In general, this is the typical researcher involvement in the 

majority of action researches.     

U The researcher was able to examine different scenarios of implementing KMS including 

transparency levels and balance between face-to-face and technology-based communication.   

U The similarity between the two organizations, in terms of KMS involvement, will open the 

way to provide a generalization on the relationship between ERM and KM and facilitate the 

efforts to design a framework that explains this relationship.    

U Action research is not a stable type of research as it is dependent on real-life organizations 

and situations.  For example, the TCCS committee was put on hold before the scheduled end 

of the research and before the full implementation of the research plan.  The existence of the 

other research at CGU helped the researcher extend the understanding of the phenomenon 

and keep the investigation alive.  

Table 0���������
�.�� the action research at both CGU and TCCS.    

Table 5.  1     Summary of the action research at CGU and TCCS 

 CGU TCCS 

Type of ERM 
process 

Interview based 
Confidential 
Centralized 

Committee-based 
Semi-transparence 

Centralized 

Researcher role 

Full access to CGU 
Full responsibility to assess, modify and perform 

the current ERM tasks and the Risk Wizard 
implementation. 

Limited access to TCCS 
Limited control over the process of 
transitioning to the new KM tool. 

 

Main Issues 

� Lack of communicating about risks and risk 
mitigating plans.  

� Lack of collaborative risks assessment and 
risk-mitigating.  

� Lack of communication within the 
committee members about risks 
beyond the meetings.   

� Lack of communication outside the 
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� Lack of sense of agency and ownership over 
the risks.  

� The ERM process is very confidential and 
centralized.   

� The absence of risk monitoring activities. 
� ERM is very time consuming and resources 

consuming. 
  

committee. 
� Lack of collaboration efforts 

outside the physical committee 
meeting.       

� Lack of the routine risk 
assessments. 

� The absence of risk monitoring 
activities. 

� The ERM process is centralized.    

Proposed actions 

- Adapting a semitransparent approach to ERM 
where risk owners authorized to access all in-
relation risk areas. 

- Adopting a hybrid approach to perform ERM 
activities between face-to-face interviews and 
KM practices.    

- Assigning specific risks to specific employees 
and giving them the full responsibility for 
maintaining the risk statuses.   

- Implement KM practices to encourage them to 
participate in the risk-sharing activities. 

- Decentralizing the ERM process.  
- Automating major parts of ERM activities. 
- Giving shared ownership and access to the 

risks that fall under multiple departments.    

 

-  Automating major parts of ERM 
activities. 

- Encouraging the use of KMS in 
between meetings to perform risk 
assessments and monitoring.   

- Assigning shared risk ownership to 
risk owners inside and outside the 
committee.     

- Adopting a hybrid approach to 
perform the ERM activities 
between committee meetings and 
the KMS.    

- Automate the routine risk 
assessment activities through the 
KM system. 

- Enabling fully automated risk 
monitoring activities through the 
KM system. 

Intervention 
Goals 

- Enable semi-transparency and provide ongoing 
access to in-relation risk information. 

- Improve communicating about risks and risk 
mitigating plans.  

- Enable automated and  collaborative risk 
assessment.  

- Enable and automate risk-monitoring activities. 
-  
- Improve the sense of agency and ownership 

over the risks. 
- Promote a risk-sharing culture 

- Enable transparency and provide 
ongoing access to in-relation risk 
information. 

- Improve communications inside 
and outside the committee.  

- Increase the sense of agency over 
risks among committee members.   

- Increase the involvement of risk 
owners outside the committee 
members.   

- Establishing automated monitoring 
activities. 

- Advance the ERM administrative 
process.  

Evaluation of 
Goals 

Achievement 

� The system achieved a high level of efficacy in 
terms of providing up-to-date risks 
communication and access to the assigned 
users. 

� The system helped CGU’s risk owners 
communicate and identify the common issues, 
and the common treatment plan that crosses 
functions between their risks.     

� The system activated collaborative strategies 
regarding risks   

� The access given by the system encouraged 
CGU individuals to start conversations about 
risks. 

� This system empowers the sense of 

� There is an overall satisfaction in 
regard to helping TCCS acquire 
clean and simple historical tracking 
of the risks.  

� The tool assesses TCCS in 
obtaining a centralized risk register.   

� Improved the communication 
among the committee members.  

� The other communication channels 
were not activated formally.    

� The intervention reduced the level 
of pressure on the meeting time. 

� The use of the tool helped identify 
the different connections between 
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The acknowledgment of the research limitation is significant.   This action research faced 

several limitations.  One of the main limitations of conduction action research like this was 

that is was not achievable to generalize the results to all higher education organizations.  

There is a need to further examine the results of this research to understand how the results 

gained from the organizations within this research can represent the reality of the broader 

population. There is a need to conduct quantitative research that aims to support the 

generalization of the current action research.     

Another limitation is the fact that the results of this research were limited by the results that 

action research can provide.  Action research is a research that occurs on a number of unique 

case studies with unique structure and situation.   In the case of this action research, the 

researcher faced many challenges and issues that limited the extent of implementation of the 

KMS.  Example of that is the ERM meetings hold that TCCS was forced to do in responding 

to the resigning of three main members of the ERM committee.   

In addition, time was another limitation that affected the results of this research.  Monitoring 

the organizations for a more extended period might introduce additional findings and insights 

about how KMS changed the ERM practices in the two organizations.  Time as well limited 

responsibility over risks and encouraged the 
mitigating actions.     

 
� The KMS provides a convenient way to track 

the risk historical data to explore multiple 
angles of every problem. 

� The access to risk information enabled the 
monitoring activities as it kept the risk owners 
more alarmed to monitor changes.   

� The new system allowed CGU to conduct a 
comprehensive risk assessment round in a short 
time.  

departments  
� The tool allows everyone to be 

exposed to what others know and 
who knows what. 

� The system helped TCCS to sustain 
the ERM program while lowering 
the recourses, efforts, and cost. 
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the researcher ability to conduct additional research cycle at both organizations and examine 

different KM practices.   

5.6. Recommendations for Future Research 

The results of this research generate a theoretical foundation for forming a risk 

knowledge management (RKM) framework for higher education.  This framework could work as 

a guideline that instructs the implementation of KM practices in���%��
������
�	��organizations. 

Future research could focus on investigations that contribute to these efforts.     

The results of this research have implications for practice and future research in 

understanding the relationship between KM variables and RM variables.  The researcher believes 

that the results of this intervention-based research could be validated and investigated in other 

sectors such as healthcare, government services and manufacturing.  Another area for further 

research would be a quantitative comparison of more organizations with distinctive ERM 

maturity levels.  The contrast could include their experience with KM implementation and 

practices. The quantitative comparison will contribute to validating the relationships emerging 

throughout this research.   

The research identifies the ideal patterns and practices towards the emerging technology-

based KM practices within the ERM process.  For example, the results showed different patterns 

of using technology-based risk sharing when conducting risk assessments.  Future investigations 

can experiment with and validate the different patterns identified in this research with another 

type of organization and environment. 

The results of this research have implications for practice and future research in the field 

of ERM. The study findings are significant for decision makers in higher education organizations 

that aim to implement risk management practices.  The findings provide initial background to 
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better understand the relationship and standard practices to embed KM in the risk management 

process in higher education. However, through the use of contingency theory to guide the 

research, the researcher suggests investigating other organizational and technological factors that 

might facilitate the success of the ERM process.  Further studies should examine whether 

additional factors such as management structure, organization size, financial situation, and 

organization type and level of risk culture could impact the integration of KM into in the ERM 

process.   

Other future research could build on the findings of this research by further investigating 

how KMS transforms the isolated approach to risk management into a collaborative approach. 

Research efforts can extend to examine how collaborative approaches to risk management are 

affecting ERM performance and risk owners’ value creation.  This study did not directly explore 

the role of KM intervention on the risk mitigation rate but illustrates the potential value. It is 

suggested that future investigation should be conducted in order to examine the impact of the 

various levels of KM deployment on the risk mitigation efforts and the perceived value of the 

ERM process. 

5.7. Conclusion   
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Appendix 1
�

The problem diagnosis instrument 
 

��������������	
���������
a) What is your understanding of ERM process? 
b) What is your experience with ERM process in your organization? 
c) What are your organization’s most significant challenges related to ERM? 

Part 2:  Risk assessment: (identifying, analyzing, and evaluating)  
a) What information-gathering techniques does your organization use for Identifying risks? 

Analyzing risks? and Evaluating risks? 
i. How would you rate your level of satisfaction with the organization’s 

ability to identify, analyze and evaluate risks? 
ii. Do you have any suggestions to improve it? 

b) What do you think about allowing the risk owners to routinely identify, analyze and 
evaluate risks in a structured way throughout the organization? 

c) What role can technology play in risk assessment? 
Part 3:  Monitoring and review: 

a) How would you rate your level of satisfaction with your organization’s ability to re-visit 
and monitor risks?  

i. Do you have any suggestions to improve it? 
ii. What role can technology play in it? 

Part 4:  Communication and Consultation:  
a) How do you evaluate the lines of communication for reporting the risk associated with 

your area? 
i. Do you have any suggestions to improve it? 

ii. What role can technology play in it? 
b) How do you evaluate the lines of communication for determining the best approach for 

risk treatment/decision-making?    
i. Do you have any suggestions to improve it? 

ii. What role can technology play in it? 
Part 5: Transparency: 

a) How would you rate your level of satisfaction with the level of transparency you 
have now?   

b) What level is ideal for ERM process and why?    
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Appendix 2
�

The evaluation phase instrument 
 
1. General feedback:  
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• How risk ownership changed your experience and involvement in ERM?   
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